


	PROCUREMENT REFORM – IT WORKGROUP RECOMMENDATIONS




Below is a summary of the IT Procurement Reform Workgroup discussed in regards to issues, problems and barriers in the state’s current IT procurement process, processes that the group would like to see continued, recommendations on how processes or requirement should be changed.  Items listed as research are just a sample of the information obtained and should not be considered a complete list of all research materials.

1. Basic definition of IT:  
Recommended #1:  Definition:  The devices, hardware, software, infrastructure, systems and services whose primary purpose is the creation, transmission, and storage of data. 
Background discussion:  What’s NOT considered as information technology?  
Most everything today has integrated circuitry, built-in computing, and some IP addresses… for example, automobiles, refrigerators, appliances, office products etc.  With these examples in mind, we propose the exclusion of such traditional items such as copy machines, printers, diagnostic and therapeutic devises, telephone handsets and more. IT does not include any equipment that contains embedded information technology that is used as an integral part of the product, but the principal function of which is not the acquisition, storage, manipulation, management, movement, control, display, switching, interchange, transmission, or reception of data or information. For example, HVAC (heating, ventilation, and air conditioning) equipment such as thermostats or temperature control devices, and medical equipment where information technology is integral to its operation, is not information technology.
Assumption(s):  Definition of IT used in procurement reform will be the same or similar to the definition used by the OCIO.  The group believes it is essential that DES, in developing the requirements/best practices for IT procurement be in sync with the requirements/policies being developed by the OCIO.
Research:  Many sources were reviewed to develop the proposed definition

2. Pre-procurement process.  
Recommendation #1:  Agencies need to be encouraged to do market research, which includes speaking with vendors about current products and trends, and participating in vendor demonstrations of existing and future products.  
Recommendation #2:  Best practices on pre-procurement activities should be put in place.  Best practices/guidance on pre-procurement research should include information on the following topics:
1. Market research, including consultation with independent research organizations.
1. Discussions with similarly situated public or private entities who have procured similar products/services.
1. Meetings with vendors, which may include demonstrations of products. Discussions with vendors can help determine the size of the market and capability of the vendors to deliver a particular product or service and help the state design requirements that vendors are capable of meeting. State staff should be mindful of the broad public disclosure obligations imposed by Washington law and be mindful that records of such meetings may be disclosable under the Public Records Act.  Vendor meetings should be conducted in advance of any formal RFP process.
1. Publication of a Request for Information (RFI) to solicit information using a structured format and process.  A RFI is not an acquisition vehicle but can be a useful information-gathering tool.
Recommendation #2:  Best practices on how to plan an IT procurement should include pre-procurement activities as a necessary step in the process.  Pre-procurement activities should be scheduled into the project, should include contract, business and IT staff from the beginning.
Background:  For many reasons, there is reluctance on the part of many employees to engage in open dialogue with vendors.  A Request for Information is a valuable tool for seeking information, but is not the only tool.  What are the different methods for obtaining information before the acquisition process?  What other resources are available and can/should be used.  How and when should these methods be used?   What guidance should be put in place to counter the misunderstanding that employees cannot speak with vendors prior to an agency issuing a solicitation?
Assumption(s):  Training will include modules on pre-procurement activities.
Research: Virginia Information Technology Agency, Acquisition Direction Advisory
3. Research and development.  Processes should be put in place to support research and development activities.  This process should be more flexible for the agencies, but appropriate controls (criteria) need to be in place to ensure it is not misused.  (Also see 13. Strategic Partnerships for R&D pilot agreement recommendations.)
Recommendation #1:  Best practices/guidance/models on research and development activities should be put in place.  These should include the following:
· Short term contracts to test products
· Partnering with a vendor to explore new products or services to solve a problem
· Hosting a site where agencies can share information and research on products, vendors, problems and proposed solutions
· Developing a fair evaluation process/rate system to alert others about products, vendors or solutions.
Recommendation #2:  If agencies want to agree to click thru agreements, best practices should be put in place to help agencies develop their own policies on who can enter into the agreement, when, how, etc.
Background discussion:  The current process does not provide the incentive or flexibility to allow for research and development of IT products and solutions.  
Assumption(s):
Research:
4. Risk Assessment Factors.  Develop a risk assessment matrix that includes the factors that are relevant to how we procure a product or service and what contract terms can or should be included in the final agreement.
Recommendation #1:  The risk matrix should be in sync with both the umbrella risk matrix being developed for procurement reform as a whole, and the OCIO risk matrix used to determine IT project oversight.
Background discussion:  Developing a procurement plan, procurement process and contract terms and conditions by using a risk matrix to assess IT procurements and projects will better focus resources where it is needed and will help in the development of the best procurement process.  This has been missing in IT procurements.
Assumption(s): We can synchronize the IT risk matrix with the work being done by the OCIO.
Research: Georgia
5. What constitutes a “competitive process”?  Can we turn the principles developed for a competitive process into different types of models that can be used for an IT acquisition?  Can the state use a model where no written acquisition documents are issued (for example no written document containing the acquisition requirements or how a vendor will be selected) but there is documented justification from the decision maker on how the selection was made? How should a competitive process be documented to ensure it was open, fair, transparent and truly competitive? Can a risk matrix be developed that agencies can use to determine which model process to use for any acquisition based on other key factors such as risk, rather than price?
Recommendation #1:  Issue guidance on how you determine if a process is competitive.  Start with the following; A process is competitive if it includes:
· Information to vendors
· Clear specifications and requirements
· Evaluations based on the specifications
· Reasonable/adequate time for vendors to respond to inquiry
· Unbiased evaluators
· Everyone has access to the same information
· Process has one coordinator to direct the process
Recommendation #2:  Model processes should be developed along with guidance on how and when to use the model.  Model processes include:
· Rolling process that allows prequalified vendor lists to be kept up-to-date in regards to who is included, what is included, and pricing
· For master and convenience contracts, you can keep a procurement open and provide vendors the ability to submit proposals throughout the year, or at given times during the year.
· Process that includes a Best and Final Offer (BAFO) process as an option
· A two tiered sealed bid process, where the sealed bid allows you to evaluate and narrow the field and the second tier would allow you to have new bids on price or other requirements on a smaller subset of the bidders.
· Reverse auction process
Background discussion:  Currently, there is only one or two methods that can be used as a competitive process.  With procurement reform, we are not limited to these methods, but may develop as many methods as we can come up with to use for obtaining products and services through competition.
Recommendation #3:  The state currently engages in cooperative purchasing with other states and organizations.  A list of cooperative purchasing options that meet the state’s requirements should be developed by DES and maintained so that other agencies will be able to avail themselves of these contracts.
Assumption(s):  
Research: Other states and local governments

6. Advertisement and notification of procurement opportunities.  Develop clear requirements/guidelines be in regards to how we make sure vendors are aware of state procurement opportunities. How do we balance (or should we balance) more detailed categorization verses ease of categorizing /finding applicable procurements?
Recommendation #1:  A single portal for posting all notifications should be developed. This portal should allow for ease of use, and should not require user registration.
Recommendation #2:  Notifications do not have to go to every possible vendor in the arena.  Targeted notifications should satisfy advertisement requirement, but guidance should be provided for this more limited notice.
Recommendation #3:  Standards for length of notice should include a minimum of 3 to 5 days, depending on the procurement.
Background discussion:  Currently there are different notice and advertisement requirements depending on what you are procuring.  The requirements include a number of steps that may no longer be the most effective or efficient for either agencies or vendors.  
Assumption(s):  We will get vendor and newspaper input on any recommendation for notice and advertising requirements.
Research:

7. Public Disclosure issues.  This topic includes the need to examine our current policy towards Nondisclosure Agreements.
Recommendation #1:  Guidance should be developed on when and how to use Nondisclosure agreements for proprietary information.
Background discussion:
Assumption(s):
Research:

8. Prequalified vendors.  
a. It is convenient to have prequalified vendors for services that are commonly used by agencies.  Issues to address in regards to having and maintaining prequalified vendors include: categories provided, length of contracts and number of renewal options, how to keep pricing and services up-to-date.
b. The current ITPS contracts expire June 30, 2013.  All categories will need to be evaluated as to whether to continue and then re-bid and whether additional categories need to be added.  How do we address vendor noncompliance issues more quickly?
Recommendation #1:  Provide alternative processes for selecting prequalified vendor list to allow for addition or removal of categories and vendors and does not lock us into pricing in markets where price is volatile. See rolling process included in model competitive processes in 5. above.
Recommendation #2:  Develop a process where agencies can take advantage of other agencies contracts and prequalified vendors list.
Recommendation #3: Develop training to change perspective on what and how to use master contracts.  These are contracts that satisfy the competitive process requirement, but pricing is a ceiling not the floor. Agencies need to learn about the ability and necessity of negotiating price when using a master contract or prequalified vendor agreement.  
Background discussion:  Agencies can often get a better deal than that included in a master contract or prequalified vendor contract, but agencies do not understand that they need to negotiate with the vendor to obtain that better deal.  Sometimes, an agency gets a good deal through its own procurement and it would save another agency time and resources if there could be a sharing of that contract instead of requiring the agency to develop its own procurement.
Assumption(s):
Research:

9. Hardware acquisitions.  Develop prequalified list of vendors for hardware purchases. This is an effective and efficient service for agencies.  The major issues in regards to prequalified vendors for hardware are how to keep both the available products and the pricing current with agencies’ future needs and future markets.  Recommendations above in number 8 also apply here.  
Recommendation #1:  Use resellers when there is value added. Provide guidance/best practices on when and how to use resellers.
Recommendation #2:  Develop process and best practices on how to keep these contracts fresh, similar to prequalified vendor contracts.
Recommendation #3:  Explore ability to prepay maintenance 5 years in advance, as now authorized for higher ed.  In exploring this option, the following should be included: 
· Develop one definition for “maintenance”
· Model terms for termination and refund of any prepayment 
Background discussion:  Maintaining master contracts for hardware is a DES service that agencies want continued.  But these contracts need to be kept up-to-date.  Agencies can often get better pricing on individual deals.
Assumption(s):
Research:

10. Software Acquisitions.
c. Software as a service.  Develop additional guidance for this new service.

Recommendation #1:  Software is no longer one category but should be divided into four separate categories as follows:
· Small/low risk software acquisitions that include standard off the shelf software products
· Medium risk software acquisitions that would include niche/domain specific software
· Large risk software acquisitions that would include enterprise software systems
· Software as a service
Recommendation #2:  Guidance/best practices should be developed for each of the software categories, as guidance differs depending on what you are procuring.
Background discussion:  Software has become a broader more complex environment for procurement.  One size fits all no longer can apply to these types of procurements.  Guidance needs to be more tailored to the particular category of software being procured.
Assumption(s):
Research:


11. Price negotiations.  Develop and provide guidance for best methods for securing best price alternatives; best and final offer (BAFO), better price negotiation skills and strategies, activities that can take place in the pre-procurement process stage.
Background discussion:
Assumption(s):
Research: University of Texas at El Paso, Government website

12. Training.  There was consensus that an additional course of training needs to be developed for those engaged in the procurement of IT goods and services.  
Recommendation #1:  IT procurement/contract training should be included in the new basic procurement/contract training program.  The goal is to make students aware of the issues related to IT procurement/contracts but would not be intended to prepare them to conduct these procurements or write/negotiate IT contracts.
Recommendation #2:  IT procurement/contract training should be a separate, advanced training requirement that has an outcome of certification to conduct IT procurements and write/negotiate IT contracts.  Staff who do not hold this certificate would not be authorized to do this work.
Recommendation #3:  Training should include modules where IT, business and contracts staff all attend the same class at the same time.  These modules should allow for interaction between the staff members.
d. What topics should be included in that training course?
i. Performance based contracting.  Agencies will need help and guidance on how to develop performance measures for contracts.

Background discussion:
Assumption(s):
Research:


13. Strategic Partnerships.  Allow and expand the use and possible outcomes of “strategic partnerships” – may want to rename these as well. 
Recommendation #1: There should be models/guidance/best practices on how to conduct trials, beta testing agreements and proof of concept agreements that would include:
· No cost to the agency
· Minimum time period
· A maximum time period not to exceed one year
· What happens after the project is over.  Your plan should be developed prior to starting the project but may be modified depending on what you learn during the project.  
· The need for and how to develop evaluation criteria to determine whether the pilot was a success.
· The need for and how to develop the roles and responsibilities of all the players, both agency and vendor staff, during the pilot.
Background discussion:  There was consensus that this type of tool is valuable and should be maintained.  However we should review the tool and make recommendations on changes that would make this tool for effective for agencies to use.

Assumption(s):
Research:


14. Contract issues.  Guidance should be developed on the following topics; how to select the contract term and the number of renewal options, how to protect the state from volatility in prices, how to reduce risk in markets with a volatility in products and vendors.  Should the terms and conditions that should be used be based on the risk profile for the acquisition?

Background discussion:
Assumption(s):
Research:

15. The 80/20 view: 
Based on the financials, 80% of funds are used to purchase hardware, commodity software, telephony, voice and data networks, email and maintenance. 
Recommendation #1:  For the 80%: simplified RFQQ’s, VARS, flexible and easy purchasing rules should be promulgated, e.g., waive debriefing and protests on purchases below $100,000, waive posting of sole source on WEBS for contracts valued under $100K, and posting above $100K be limited to state funds only.  Provide for an increase or the establishment of a direct buy limit in the range of $20K.
[bookmark: _GoBack]Recommendation #2:  For the 20%:  large projects and implementations that carry high enterprise risk, hosted systems and cloud services require a transparent and well documented procurement methodology.  20% is spent on systems and services such as SAP, Oracle, and integrators for large software development projects….
Recommendation #3:  Define Major Project
A definition of a major project would include the following:
· Large scale enterprise, business and administrative IT projects that are significant in cost, and complexity
· A new initiative, an in house development, an operational system with the following characteristics: projected life cycle costs > $10M or projected capital investment > $5M; high risk rating

Background discussion:
Assumption(s):  The definition would sync up with the definition used by the OCIO.
Research:
16.   Miscellaneous Issues
The following are issues that the group has not yet discussed but may have recommendations after the topic is reviewed by the workgroup.
· Protest procedures – Should IT procurements have a different protest procedure or additional steps related solely to IT procurements?  
· Guidance on when and how to follow WTO rules in procurements
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