SCHEDULE C

Business Associate Agreement
1.0	Introduction
In accordance with the Health Insurance Portability and Accountability Act of 1996, the purpose of this Agreement is for the parties to attest to their compliance of the Privacy and Security Rules under HIPAA, 45 CFR 160, 164.  
This Agreement has been incorporated by reference into Washington State Purchaser Name (“XXX”) Technology Solution Contract Number nnnn entered into by and between the Purchaser Name, acting by and through XXX and Contractor Name (“Contractor”).
2.0	Definitions
“Agreement” shall mean the agreement whereby the Business Associate and any subcontractor(s) agree to abide by all applicable HIPAA Rules as defined in this Agreement.
“Business Associate” shall mean Contractor and its employees and/or subcontractors and generally has the same meaning as the term “business associate” at 45 CFR 160.13.  Any reference to Business Associate in this Agreement includes each of Business Associate’s employees, agents, officer, subcontractors, third party contractors, volunteers, or directors.  
“CFR” shall mean Code of Federal Regulations.
“Covered Entity” shall mean XXX, a Covered Entity as defined in 45 CFR 160.103, in its conduct of covered functions by its health care components.  
“HIPAA” shall mean the administrative simplification provision of the Health Insurance Portability and Accountability Act enacted by the United States Congress, and its implementing regulation, including the Standards for Privacy of Individually Identifiable Health Information, known as Privacy Rule, and Security Rule.
“HIPAA Rules” shall mean the Privacy, Security, Breach Notification, and Enforcement Rules at 45 CFR Part 160 and Part 164, as now in effect and as modified from time to time.
“Individual(s)” shall mean the person(s) who is the subject of PHI and includes any person who qualifies as a personal representative in accordance with 45 CFR 164.502(g). 
“Protected Health Information” or “PHI” shall mean information in any format whether created, received, or transmitted that identifies the Individual, including demographic information collected from an Individual that can reasonably be used to identify the Individual.  Additionally, PHI is information created or received by a health care provider, health plan, employer, or health care clearinghouse; and relates to the past, present, or future physical or mental health or condition of an Individual.
3.0	Business Associate Responsibilities
The Business Associate agrees to:
3.1	Use appropriate safeguards, and comply with the applicable requirements of Subpart C of 45 CFR Part 164 (Security Standards for the Protection of Electronic Health Information) with respect to electronic PHI, to prevent use or disclosure of PHI other than as provided for by the Agreement or as required by law, for as long as the PHI is within its possession and control, even after the termination or expiration of this Agreement; 
3.2	Report to Covered Entity any use or disclosure of PHI not provided for by the Agreement of which Business Associate becomes aware, including breaches of unsecured PHI as required at 45 CFR 164.410, and any security incident of which it becomes aware, within one (1) business day of discovery;
3.2.1	In the event of a breach of PHI or disclosure which compromises the privacy or integrity of PHI obtained from Covered Entity, Business Associate will take all measures required by state and federal law.  Business Associate will provide XXX with a copy of its investigation results and other information requested by XXX.  Business Associate will report all PHI breaches to the U.S. Department of Health and Human Services, Office of Civil Rights (“OCR”) as required by 45 CFR Parts 160 and 164, and will also provide notification to the XXX representative identified in Section 3.2.3 that a report has been filed with OCR.
3.2.2	Business Associate will notify XXX within one (1) business day by telephone and in writing of any acquisition, access, use or disclosure of PHI and/or electronic PHI not allowed by the provisions of this Agreement of which it becomes aware, and of any instance where the PHI is subpoenaed, copied or removed by anyone except an authorized representative of XXX or the Business Associate. 
3.2.3	Business Associate will notify XXX within one (1) business day by telephone or e-mail of any potential breach of security or privacy.  Business Associate will follow telephone or e-mail notification with a faxed or other written explanation of the breach, to include the following: date and time of the breach, medium that contained the PHI, origination and destination of PHI, Business Associate unit and personnel associated with the breach, detailed description of PHI, anticipated mitigation steps, and the name, address, telephone number, fax number, and e-mail of the Individual who is responsible for the mitigation.  Business Associate will address communications to:
Purchaser’s Name
Address
City, State ZIP
Attention:  name
Telephone:  number
Fax: number
Email: address
3.2.3	If XXX determines that Business Associate is responsible for a breach of unsecured PHI:
3.2.3.1	Covered Entity may choose to make any notifications to the Individuals under 45 CFR § 164.404, to the media under 45 CFR § 164.406, and to the Secretary of the U.S. Department of Health and Human Services under 45 CFR § 164.408, or direct Business Associate to make them or any of them. 
3.2.3.2	Business Associate will be responsible for all reasonable costs of all notifications under Section 3.2.3.1, and any other action Covered Entity reasonably considers appropriate to protect Individuals, including credit monitoring for affected Individuals.
3.2.3.3	Business Associate will compensate affected Individuals for harms caused to them by the breach or possible breach described above, and indemnify Covered Entity for any damages or fines assessed Covered Entity against by a court of competent jurisdiction or other governmental entity. 
3.2.4	XXX will take appropriate remedial measures up to termination of this contract.
3.3	In accordance with 45 CFR 164.502(e)(1)(ii) and 164.308(b)(2), if applicable, ensure that any subcontractor(s) that create, receive, maintain, or transmit PHI on behalf of the Business Associate agree to the same restrictions, conditions, and requirements that apply to the Business Associate with respect to such information;
3.4	Make available PHI to the Covered Entity as necessary to satisfy Covered Entity’s obligations under 45 CFR 164.524;
3.5	Make any amendment(s) to PHI as directed or agreed to by the Covered Entity pursuant to 45 CFR 164.526, or take other measures as necessary to satisfy Covered Entity’s obligations under 45 CFR 164.526;
3.6	Maintain and make available the information required to provide an accounting of disclosures to the Covered Entity as necessary to satisfy Covered Entity’s obligations under 45 CFR 164.528;
3.7	To the extent the Business Associate is to carry out one or more of Covered Entity's obligation(s) under Subpart E of 45 CFR Part 164, comply with the requirements of Subpart E that apply to the Covered Entity in the performance of such obligation(s); and
3.8	Make its internal practices, books, and records available to the Covered Entity for purposes of audit and determination of compliance with the HIPAA Rules.
4.0	Permitted Uses and Disclosures by Business Associate
Business Associate may only use or disclose PHI as follows:
4.1	Perform services as necessary as set forth in XXX Technology Solution Contract No. nnnn and by law.
4.2	Business Associate may not use or disclose PHI in a manner that would violate Subpart E of 45 CFR Part 164 if done by Covered Entity.
4.3	Business Associate may disclose PHI for the proper management and administration of Business Associate or to carry out the legal responsibilities of the Business Associate.  Such use is permitted provided the disclosures are (i) required by law, or (ii) Business Associate obtains reasonable assurances from the person to whom the information is disclosed that the information will remain confidential and used or further disclosed only as required by law or for the purposes for which it was disclosed to the person, and the person notifies Business Associate of any instances of which it is aware in which the confidentiality of the information has been breached.
5.0	Term and Termination
5.1	This Agreement shall be effective upon the last execution date of this Agreement, and shall terminate upon the completion of XXX Technology Solution Contract No. nnnn, or on the date Covered Entity terminates for cause as authorized in Section 5.2, whichever is sooner. 
5.2	Covered Entity may terminate this contract if it determines Business Associate has violated a material term of the Agreement and Business Associate has not cured the breach or ended the violation within the time specified by Covered Entity.  The termination will be effective as of the date stated in the notice of termination.
5.3	Upon termination of this Agreement for any reason, Business Associate shall return to Covered Entity all PHI received from Covered Entity, or created, maintained, or received by Business Associate on behalf of Covered Entity, that the Business Associate still has in any form.  Business Associate shall retain no copies of the PHI. 
5.4	The obligations of Business Associate under this section shall survive the termination of this Agreement.
6.0	Miscellaneous
6.1	Within ten (10) business days of receipt, Business Associate must (i) notify XXX of any enforcement or compliance action initiated by the OCR based on an alleged violation of the HIPAA Rules, and (ii) inform XXX of the outcome of such action.  Business Associate bears all responsibility for any penalties, fines, or sanctions imposed against the Business Associate for violations of the HIPAA Rules, and for any imposed against its subcontractor(s) or agents for which it is found liable.
6.2	XXX and Business Associate agree to take such action as is necessary to amend this Agreement from time to time as is necessary for compliance with the requirements of the HIPAA Rules and any other applicable law.
6.3	Any ambiguity in this Agreement shall be interpreted to permit compliance with the HIPAA Rules.
7.0		Assurances
XXX and the Contractor agree that all activity pursuant to this Agreement will be in accordance with all applicable current federal, state and local laws, rules, and regulations.
8.0	Conformance
If any provision of this contract violates any federal or state of Washington statute or rule of law, it is considered modified to conform to that statute or rule of law.
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