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Effective date. The w#ectwe date ofythls Agreéf:nent |s the fi r‘“ t§tl ‘
this Agreem”é‘h?»«or an Enrollment te. “da;g; will, be calendﬁr day AP

This Agreement consists Bf (1) these Agreemeﬁt terms artd 3@0
attachments identified therein, (2) the Product fﬁst& jr(l I_g)?\%the:‘P;oduot Us g
licensed under this Agreement, and (4) any Affiliate otlment entered2 fito under this Agreement.

)W« “’;t

Please note: .

A. Several documents referenced in this Agreement but not attached to the signature form may be

shmsfoundsat™hitp./www microsoft, comllicensing/contracts.” . |ﬁclud|ng;’t‘ﬁWW dict Uist and  Product

Use ﬁlghts These documents may contain additional terms and’ cond|t|ons for Products licensed

t“‘l % {nder this Agreement and may.be changed from time to time. Customer and/or |tSfAff|I|ates

- should review such documents carefully, both at the time of signing and periodically,. 1o ensure a

full understanding of all terms and conditions applicable to Products licensed. Nonetheless, onIy

the documents included in the paragraph above (and any other documents they may reference as
binding) are intended to be incorporated into this Agreement.

B. This Agreement contains changes, made refative fo the standard July 2011 version of Enterprise
Agreement, which have been agreed upon by Microsoft and the Washington Depariment of
Enterprise Services, on behalf of the state of Washington.

C. For purposes of determining whether certain volume thresholds have been met (e.q. with respect
to counts of certain licenses for the purpose of establishing a discounted price), Microsoft will use
applicable counts determined from Enrolfments under this Agreement and the Older Master
Agreements (as defined below), so fong as there are unexpired Enroliments under such Older
Master Agreements from which the applicable counts may be made, unless the parties have
agreed expressly in writing fo the conlrary.

Terms and Conditions
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1. Definitions.
“Affiliate"” means
a. with regard to Customer,

(i} any government agency, depariment, office, instrumentality, division, unit or other entity
of the state or local government that is supervised by or is part of Customer, or which
supervises Customer or of which Customer is a part, or which i under common
supervision with Customer;

{ii) any county, borough, commonwealth, city, municipality, town, township, special purpose
district, or other similar type of governmental instrumentality established by the laws of
Customer’'s state and located within Customer's state jurisdiction and geographic
boundaries; and

{iii) any other entity in Customer's state expressly authorized by the laws of Customer’s state
to purchase under state contracts, provided that a state and iis Affiliates shall not, for
purposes of this definition, be considered to be Affiliates of the federal government and
its Affiliates; and

b. with regard to Microsoft, any legal entity that Mrcrosoﬂ owns that owns Microsoft, or that is

under common ownership with Microsoft; LT s ?:sﬂ 3
ol
“available” means Microsoft has made Licenses for that Proeiu"ct ayall,a#;g %“th
under a partlcular I|censmg program; el Vﬁﬁf *:“'Fig«?;%k 1,; :

“Enrolled Affiliate” means an ent|ty, elther Cus
into an Enrollment under this Agreement;-

“Enrollment” means the document that an Enrolled ‘Affilia

Y

initial order,; ., I @ﬁi’?ﬁ
s the Erirolled Affiliate and the Affiliates it choeses on |ts En;,ollment to include in its.

- R

,{,

swmeans Product fixes, modifications or enhancements, or’their derwatwes that Mlcrosﬁﬁ eﬂher
ases generally (such as service packs). S e

ooty

“License” means Enrolled Affiliate’s right to use the quantity of a Product ordered. For certain Products, a
License may be available on a subscription basis (“Subscription License"). Licenses for Online Services
will be considered Subscription Licenses under this Agreement;

“L&SA” means a License and Software Assurance for any Product ordered,

“Microsoft” means the Microsoft Affiliate that has entered into this Agreement or an Enroliment and its
Affiliates, as appropriate;

“Office 365 Services” means both: (A) the following Office 365 Plans which may be provided fo certain
Enrolied Affiliates provisioned in Microsoft's “public cloud” offering: E1, E2, E3, E4, K1, and K2; Exchange
Online Plan 1, Plan 2, and Kiosk; SharePoint Onfine Plans 1 and 2; Office Web Apps Plans 1 and 2; and
Lync Online Plans 1, 2 or 3 branded services; and (B) the following Office 365 Plans which may be
provided {o.certain Enrolled affiliates provisioned in Microsoft's “Government Community Cloud” (also
known as “Office 365 for Government”) offering: G1, G2, G3, G4, K1-G, and K2-G; Exchange Online Plan
1-G, Plan 2-G, and Kiosk-G; SharePoint Onfine Plans 1-G and 2-G; Office Web Apps Plans 1-G and 2-G;
and Lync Online Plans 1-G, 2-G and 3-G branded services. Office 365 Services do not include Office
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365 ProPius, Yammer or any separately branded service made available with an Office 365-branded plan
or suite.

“Older Master Agreements” mean the following Enterprise Agreements between Microsoff and the State
of Washington; (a) 01E68910 (Dated June 1, 2008) and (b) 01E72788 (dated June 1, 2011).

“Online Service” means the Microsoft-hosted services identified in the Online Services section of the
Product List,

“Personal Information” means the same as defined in RCW 719.255.010(5) and RCW 42.56.590(5).
Microsoft asserts and Customer acknowledges that the Office 365 Services are not held out as
appropriate repositories for data elements described in RCW 19.255.010(5)(c) and RCW 42.56.520(5){c).
Customer represents and warrants that it will comply with all laws and regufations applicable to Customer
or Customer's government function.

“Product’ means all software, Online Services and other web-based services, including pre-release or
beta versions, identified on the Product List.

“Product List" means the statement published by Microsoft from time to time on the World Wide Web at
hitp://www. microsoft.comflicensing/contracts or at a successor site that Microsoft identifies, which
identifies the Products that are or may be made available under a program {which availability may vary by
regicn) and any Product-specific conditions or limitations on the acquItlon of licenses for, or use of,
those Products. s ot

“Product Use Rights” means, with respect to any licensing: pr%g[am“
each Product and version published | - for: L
http://www.microsoft. com/licensing/contracts or at a successor site

“Reseller” means a Iarg&ac

%é‘,g, g b )
“Service Level Agre en = eans the" docqjment sp&@ylng the@tan
and by which it measures: the levelof sewlce‘fori’%ﬁf) fin Serwc 5

-7 rrl).s- ,.._h

“Sofiware Assurance means an offenné;that prov
as further described in the Préduct List. %&e

E75 A
“Trade Secret” means information that is not giﬁeﬁéhyﬂe
economic value as a result, and has been sub;e?@f{
maintain its secrecy,*fK

; S
‘f‘,\ggasonable steps under the cwcumstances to

o
i

“use” or “run’ means”to copy install, use, access, display, ,J:un or otheM|,§§ w;uteract o
B ¥

;%M a.”‘%

2 How the Enterpnse and Enterpr:se Subscnpt:on program works. P

The Enterpnse and Enterpnse Subscnptton Program. The Enterprcse and Enterprese Subscnpho‘n
programs establish a Customer’s overall licensing framework and the applicable terms and conditions.
Under the Enterprise program, Customer may license Products by entering into Enrollments. The
Enterprise Subscription program offers Customer the same options as the Enterprise Program, but on a
subscription basis, with an optional buy-out to obtain perpeiual Licenses.

a. Enrollments. The Enterprise program gives Customer and/or its Affiliates the ability to enter
into one or more Enroliments to order Products. Subscription Enrollments may be avaitable
for some of these Enrollments.

b. Licenses. The types of Licenses available are L&SA, Licenses obtained under Software
Assurance and Subscription Licenses. These License fypes as well as additional License
Types are defined in the Product List.

c. How Enrolled Affiliates acquire Licenses. An Enrolled Affiliate will acquire its Licenses by
execuling an Enroliment under which it acquires its licenses through the Washington State
Department of Enterprise Services (DES) (which obtains the products through its chosen
Reseller). Each Enrolled Affiliate’s orders under its Enrolfment will be made out to DES. DES
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f.

will make out and submit its corresponding orders to the Resegller. The following addifional
terms and conditions shall apply to pricing and payment ferms:

a. Microsoft will invoice the Reseller based upon confidential net prices and with
payment terms agreed to between Microsoft and the Reseller, and those net prices
shall be proportionate and correspond to reference prices, payment schedules and
other terms and conditions of each applicable Enrollment (and the terms and
conditions of this Agreement which apply to each applicable Enroliment),

b. The Reseller will invoice DES based upon prices and payment terms agreed to
between DES and the Reseller; and

¢. DES will determine each Enrolled Affiliate's actual prices and payment terms.

in the event that DES nolifies Microsoft in writing that DES’ role in the process described
above has been ferminated, Microsoft will work with DES in good faith to armend this section
to accommodate the change.

Choosing and maintaining a Reseller. DES must choose and maintain a Reseller
authorized by Microsoft to resell under the Enterprise Agreement program in the Unifed
States.

Pricing. ,.,~"“}“’ &

{i} Establishing Price Levels. Each Product g‘enerallyw 3¢
applications, systems, or servers). Each Product § oql*wll),?‘ 3
levels (A, B, C, and D). Except as otherw:se prowded pl‘z?; '
(or pu.rsuant teian exception agreed upon in wiity g By 1 artie
ent) Enrolled Aff Ila?es Pnce Légﬁe w;l b%)i_eve!j

signied, one of four prlce
gg”Sec@h 2(e)(iii) below
o <

| be‘F adé to the
,;terms in :the applicable

s to"freference price. DES’
li:be determined as set forth in

7 Resellef. Microsoft wﬁf@?hvoree@gﬁhe% Res i
" Enrollment. Throughout this A%?é ent’ thjﬁ% @JL
and Enrolled Affiliates actual prices ﬁ’n‘ﬁpbaymé 1t terms v
Section 2(c), above. " "k,

" v i; rl “ R
u;sf Placmg Orders ‘through Re: éifé:; @r%gs “un er )ri’

(iii} D.-scount for Enterprise Products and Enterpnse Onlme Services. Forthe purposes
of tiiis-Séction 2(e)(iii}, the following add:tronal deﬁnmons s!gall appiy

. ,“Enterpnse Product Volume” means, with . respect to each Enterpnse Pmduct or
-Enterprise Online Service ordered under the Enroliment it is ca!cufated for, the Quahfred
Dewce count -or Qualified User count applicable to that Product .
“Enterpnse Pool Volume” means, with respect to each pool for which a determmatron is
made for an Enterprise Enrollment or Enterprise Subscription Enrofiment heretnder, the
greafest Enterprise Product Volume of any one Product within that pool on fthat
Enroflment; and

“Aggregale Enterprise Volume” means, with respect fo each pool as of the dafe it is
calculated, the sum of that pool's Enferprise Pool Volumes on every unexpired
Enrofiment under this Agreement and all Older Master Agreemenis.

Unless an exception is agreed upon for an Enroliment hereunder by its Enrolled Affiliate
(or DES, on its behalf), each Enrolfed Affiliate’s referance prices for Enterprise Products
and Enterprise Online Services ordered from a pool will receive a minimum 8% discount
from then-current Microsoft's Level D reference price, as of the dafe the applicable prices
are set for any Enroliment hereunder, so long as the Aggregate Enterprise Volume
remains at or above 80,000 for that pool.

Deriving Prices from Price Levels.
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Each Enrolled Affiliate's reference prices for Licenses for all Products, including frue-up
prices, will not change fhroughout the applicable Enroliment Term during which each such
Product is first ordered, unless the parties agree in writing fo the such change. For clarity, an
Enroflment may establish true-up prices which differ across the Enroliment’s term, depending
upon when during such term a License is ordered (or is required o be ordered).

Notwithstanding that the Old Master Agreements each included a cfause which determined
how reference prices were derived, Enrollments executed hereunder may each have a clause
intended to establish a price level and/or determine how pricing is to be determined by
agresment between the Enrolled Affiliate and its Reselfer. In the event of a conflict between
such terms and conditions of such Enroliment and the terms and conditions of this Section 2,
the terms and conditions if this Section 2 shafl control, unfess the Enrolfiment is amended fo
expressly resolve such conflict in favor of such amendment.

g. Order Requirements. Order Requirements are outlined in each Enroliment.

h. Management and Reporting. Customer and/or Enrolled Affiliate may manage account
details {e.g., contacts, orders, Licenses, software downloads} on Microsoft's Volume
Licensing Service Center ('VLSC") web site (or successor site) at:
https:/iwww.microsoft. com/licensing/servicecenter. Upon the effective date of this Agreement
and any Enrollments, the contact(s) identified for this purpose will be provided access to this
site and may authorize additional users and contaets.:, Mrcmsoft will take commercially-
reasonable efforts to assure the information on the.web srte;»rsy curate.

W

e will have the. %%mber of Li %é%s ‘ordered 'es%smn of

no; ve;smnsm& p’ermrtted m the.l:l;od Js lg_ht 0, long
icrg el ves tlmely orger ,%f% om Reseller for all requrredel_lc nses s hiProducg&and
@omplles W|th appﬁcaple I@ense Gl s The%gcenses\;obtal q eg aﬁ EnWﬁ%enf?are not
related to any.order orfulfillodent of software edl T@% ability.to eaa @goducbordered may
be affected by minimum hardware" one“‘oﬂzvg ur‘rern;en o %%, N

b. Use by Affiliates. The Enrolled Affiliate censemi lnl to use the Products to any
Affiliates covered under its Enroliment, \t &?F‘I?éte mrecrp|en tof these Licenses may not
sublicense, these nghts and their use must b c”:&o"hsrstent wrth fﬁe License terms contalned in
thrs Agreement AR

3. Licenses for Products. PR
M

_‘%;c:%’

BT n s W oy

W c-~ hen Licenses. become. perpetual The nght to run any Product Ilcensed under an
. nrollment IS temporary unléss and untll it becomes perpetual as foIIows T

"V’W

A Llcense 1s temporary until Enrolled Affiliate’s Reseller has pald for a Llcense in full and
the applicable initial Enrollment or renewal term during which the License was ordered
must have expired or been terminated as permitted in this Agreement.

{ii} Subscription Licenses are never perpetual. If a buy-out option is available, Enrolled
Affiliate may obtain a perpetual License by exercising the buy-out option and paying for
the License in full.

(iii} Enrolled Affiliate will have perpetual Licenses to use the Products ordered in the latest
version available (or any prior version) as of the date of expiration, termination, or
renewal.

{iv) All perpetual Licenses acquired under this Agreement remain subject to the terms of this
Agreement and such terms survive expiration or termination of this Agreement or an
Enroliment.

d. Perpetual Licenses through Software Assurance. Perpetual Licenses received through
Software Assurance supersede and replace the underlying perpetual Licenses for which
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4.

o uh . -~
b. Producf;i‘fsﬁékrghts for. earller versmns (downé“rade :
%Wersmn of a Pcoduct than fﬁe versmn that Was eurre .0)

7@% copies of Products and re-rmagmg" r@htw

i "az General. Enrclled Affiliate may make as many coples of Products |f appllcable a? Ibﬁeeds
_ to distribute -them within its organization. Copies must be trugé”and complete (meludmg

Software Assurance coverage was ordered. In the case of Early Termination, the terms in
Section 7 titled “Term and Termination will apply.”

License confirmation. This Agreement, the applicable Enroliment, the Enrolled Affiliate’s
order confirmation, and any documentation evidencing transfers of Licenses, togsther with
proof of payment, will be the Enrolled Affiliate’s evidence of all Licenses obtained under its
Enrollment.

Reorganizations, Consolidations, and Privatizations. If the number of Qualified Devices
or Qualified Users covered by an Enrollment changes by more than ten percent as a result of
a reorganization, consolidation, or privatization of an Enrolled Affiliate, Microsoft will work with
the Enrolled Affiliate in good faith to determine how to accommodate its changed
circumstances in the context of this Agreement. If an Enrolled Affiliate consolidates with a
third party with an existing agreement or enrollment, Microsoft will work with the Enrolled
Affiliate in good faith to accommodate its changed circumstances in the context of this
Agreement.

How to know what Product Use Rights apply.
a. Product Use Rights. The Product Use Rights in effect ora ihe effective date of an Enroliment

will apply to Enrolled Affiliate's use of then-current versronsﬁotaeach Product {(excluding Online
Services). For future versions, the Product UseRights in- effecj‘. when those future versions
are first released will apply. In both cases, subseqUent changesm'de by Microsoft to the
Product Use Rights for a particular version- ‘gglll not“"apply t"”%“ F ‘f‘f frate S use of that
version, unless Enrplled Affiliate chooses&to have' sug -change

Online Service he process for t%ﬁffatmg them g}ﬁh
detailed in fhe Jsg' nghts T -

ke J“d

—-g e
é %.&

B
Mw

e
Product Use nghts for the“%gerswn Ilcensed Not: the version ‘bem@run “will appjy% However, if
the earlier version includes c*omponents'that afe‘t nb’(vparfV e he Ii“censed versron any Product
Use Rights specific to those compenents \wr!l’ ¢

components, v i

¢. Reservation of rrghts All rights not expressly granted are reseWed

P T L «
[——— W‘,fv« e e M _

w“‘*sx

copyright and trademark notices) from master copies obtained from a Microsoft approved
fulfillment source. Enrolled Affiliate may use a third party to make these copies, but Enrolled
Affiliate agrees it will be responsible for any third party’s actions. Enrolled Affiliate agrees to
use reasonable efforts to notify its employees, agents, and any other individuals who use the
Products that the Products are licensed from Microsoft and subject to the terms of this
Agreement.

Copies for trainingfevaluation and back-up. For all Products other than Online Services,
Enrolled Affiliate may: (1) use up to 40 complimentary copies of any licensed Products in a
dedicated training facility on its premises for purposes of training on that particular Product,
{2) use up to 20 complimentary copies of any Products for a 60 day evaluation period, and (3)
use one complimentary copy of any licensed Product for back-up or archival purposes for
each of its distinct geographic locations. Trials for Online Services may be available if
specified in the Product Use Rights.

Right to re-image. In certain cases, re-imaging is permitted using the Product media. If the
Microsoft Product is licensed (1) from an original equipment manufacturer (OEM), (2) as a full
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6.

7.

-
%?é?;} W

a.

b.

Term and termination.

a.

}:}’& wb

«W

packaged Product through a retail socurce, or (3) under another Microsoft program, then
media provided under this Agreement may generally be used to create images for use in
place of copies provided through that separate source. This right is conditional upon the
following:

{i) Separate Licenses must be owned from the source for each Product that is re-imaged.

{ii} The Product, language, version, and components of the copies made must be identical to
the Product, language, version, and all components of the copies they replace and the
number of copies or instances of the re-imaged Product permitted remains the same.

(i) Except for copies of an operating system and copies of Products licensed under another
Microsoft program, the Product type (e.g., upgrade or full License) must be identical to
the Product type from the separate source.

(iv) Enrolled Affiliate must adhere to any Product-specific processes or requirements for re-
imaging identified in the Product List.

(v) Re-images made under this subsection remain subject to the terms and use rights
provided with the License from the separate source.

{vi) This subsection does not create or extend any warranty-or support obligation.

Perpetual Llcense ‘F“nsfer Form. There F@Te of Llcenses |s pf‘eh lin
: Aﬁlllate s) fo;% purpose o ransf fring. L,l@see to an

5 ‘nment of Llcenses andMSoftwa*r

'd Software

5 b T R B
“ﬁ’Aesurance must be aSS|gned to a smgle User or devrg‘g wlt E ", : “Licenses may

be ‘teassigned;within the Ent’erpnse as‘descrlfqedl th E}t ict Ufs i

Term. The term of this Agresment WI|| 'be the Effective date unless
terminated’ by;fenther pady as descnbed below Each Enroilment will have the term prQ\nded in

,--:that»EnroIIment . e n;;m "ﬁf"” ’“‘,ijﬂh BaEhe g ¥

&I‘ermlnatlon without cause. *Elther party may termlnate thls Agreement W|thoutucause
upon 60 days -written notice. Such termination will merely term;nate " either partys 3nd its

- Affiliates’ ability to enter into new Enrollments under this Agreement Such termination will

not affect any Enroliment or order not otherwise terminated, and any terms of this Agreement
applicable to any Enrollment or order not otherwise ferminated will continue in effect with
respect to that Enrollment or order. An Enrolled Affiliate may terminate an Enroliment without
liability, penalty or further obligation to make payments if funds to make payments under the
Enroliment are not appropriated or allocated for such purpose.

Termination for cause. Either party to an Enrollment may terminate it if the other party
materially breaches its obligations under this Agreement, including any obligation to submit
orders or pay invoices (even if such non-payment is caused by non-appropriation of funds).
Except where the breach is by its nature not curable within 30 days, the terminating party
must give the other party 30 days' notice and opportunity o cure.

If Microsoft gives such notice to an Enrolled Affiliate, Microsoft will give Customer a copy of
that notice as well and Customer agrees to assist in attempting to resoive the breach. If the
breach also affects other Enrollments and cannot be resolved between Microsoft and
Customer within a reasconable period of time, Microsoft may also terminate this Agreement
and all other Enrollments under it, unless the basis for termination of the Enrofiment is non-
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sg?““

appropriation of funds to the Enrclled Affiliate, in which event Microsoft may only terminate
the affected Enroliment(s). If an Enrolled Affiliate ceases to be Customers Affiliate,
Customer must promptly notify Microsoft, and Microsoft may terminate its Enrollment.

Early termination. If (1) an Enrolled Affiliate terminates its Enrollment as a result of a
breach by Microsoft, or (2) if Microsoft terminates an Enroliment because the Enrolled
Affiliate has ceased to be an Affiliate of Customer, or (3) Enrolled Affiliate terminates an
Enroliment for non-appropriation of funds, or (4) Microsoft terminate an Enroliment for non-
payment due to non-appropriation of funds, then the Enrolled Affiliate will have the following
options:

(i) It may immediately pay the total remaining amount due, including all installments, in
which case, the Enrolled Affiliate will have perpetual rights for ali Licenses it has ordered;
or

(i) It may pay only amounts due as of the termination date, in which case the Enrolled
Affiliate will have perpetual Licenses for:

1) all copies of Products (including the latest version of Products ordered under SA
coverage in the current term) for which payment has been made in full, and

2) the number of copies of Products it has ordered ~(including the latest version of
Products ordered under Sofiware Assurance c%e“rage in current term} that is
proportional to the total of installment paymen‘ts aid-versus, total amounts due {paid
and payable) if the early termtnahon hatfnet occurr'éd 2 e

(iif) In the case of, &arly Termination un:
have the followiny ropttons

'f"~ ectioh wtltled “Buy
o’r tﬁose Lig ense@rﬁ hin.

"
(! »z_t termrnatron

v 2) Where not exercrsmg buyo
will issue Reseller a credit for
date of termination.

2

o
Y

nse rlghts’@a‘cqurred gither |n a separate

Nothing lnxithls sectlon shall affect perpetual Licel
agreement orin. a prior term of the terminated Enrollment

B ey g

T Bar

Effect of termination or explratlon When an Enrollment explres or. is termlnated

(i) "Enrolled Affiliate must order Licenses for all coptes of Products it has run for WhléTl it has
not-previously siubmitted an order. Any and all unpaid paymenits or any order of any kmd
including subscription services, remain due and payable. Except as provided in the
subsection titled “Early termination,” all unpaid payments for Licenses immediately
become due and payable.

{ii) Enrolled Affiliate's right to Software Assurance benefits under this Agreement ends if it
does not renew Software Assurance.

Modification or termination of an Online Service for regulatory reascens. Microsoft may
modify or terminate an Online Service where there is any current or future government
requirement or obligation that: (1) subjects Microsoft to any regulation or requirement not
generally applicable to businesses operating there; (2) presents a hardship for Microsoft to
continue operating the Online Service without modification; andfor (3) causes Microsoft to
believe these terms or the Online Service may be in conflict with any such requirement or
obligation. For example, Microsoft may modify or terminate an Online Service in connection
with a government requirement that would cause Microsoft to be regulated as a
telecommunications provider. Any such modification or termination of an Online Service shall
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apply to all customers for which Microsoft's provision of the applicable Online Service is
affected by the applicable government reguirement or obligation.

g. Program updates. Microsoft may make a change to this program that will make it necessary
for Customer and its Enrolled Affiliates to enter into new agreements and Enroliments.

h. Additional termination right for Online Services. Except as noted below for Transitions,
an Enrolled Affiliate may terminate OCnline Services subscriptions licensed under its
Enroliment, in the event that damages paid to Enrolled Affiliate {(or DES on behaif of
Collective Agencies) for the applicable Online Services meet or exceed Microsoft's limit of
liability (as calculated in accordance with Section 13 of this Agreement), provided that
Enrolled Affiliate provides a minimum of 30 days prior written notice to Microsoft of such
termination. Such termination will be deemed a termination for convenience. Service Level
Agreement credits and expenses incurred by Microsoft to support its products and services
and respond to customer satisfaction or warranty issues do not constitute damages for
purposes of calculating Microscft’s limit of liability. In the event of such termination, no credit
shall be issued for prepaid installments for any Online Service coverage period prior to the
termination date, and credits issued for prepaid months of service following the termination
date (if any) shall not constitute damages for purposes of calculating Microsoft's limit of
liability. This option to terminate is not applicable to Onllne Servnces subscriptions obtained
through a Transition (as defined in the Enrollment) e T

8. Restrictions on use.

downgradezcom
provg@g]e&) g

e

3,0 dLsassembé%ny Prod ct'

c. dlstnbute, sublicense, rent, lease, len
Product Use Rights or in 2 separate w

]

W “’aﬂy license terms reqmre that computer code be generally (1 ) dlsclosed in source code
w third parties; (2) licensed to third parties for the purpose of making. derlvatwe works;. or (3)

istributable to third parties at no charge (collectively, “Open Solrce License Terms").- Neither party
may use, incorporate, modify, distribute, provide access to, or combine the computer code of the other
with any other computer code or intellectual property {collectively, "Provide"} in a manner that would
subject the other's computer code to Open Source License Terms. Microsoft is not responsible for
Customer's upload, use or distribution of Customer's code from the Online Services. Customer may
upload code to an Online Service and allow third parties access to use or download Customer's code on
the Online Service, provided that (1) such use is not restricted by a Supplemental Agreement or the
Product Use Rights and (2) any Open Source License Terms apply solely to Customer and their uploaded
code, and not to any code or Products provided by Microsoft. Each party warrants that it will not provide
the other party with, or give third parties access through the Online Services to, computer code that is
governed by Open Source License Terms, except as described above.

10. Confidentiality.

To the extent permitted by applicable law, administrative code rule, or court order, the terms and
conditions of this Agreement are confidential. Neither party will disclose such terms and conditions, or
the substance of any discussions that led to them, to any third party other than Affiliates or agents, or to
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designated or prospective resellers who: (1) have a need to know such information in order to assist in
carrying out this Agreement; and (2) have been instructed that all such information is to be handled in
strict confidence. DES and each Enrolled Affitiate wifl provide Microsoft the opportunity to review and
contest any infended disclosures by DES or the Enrofled Affiliate, fo the extent permitfed by applicable
public records laws.

To the extent permitted by applicable law, administrative code rule, or court order, Customer and each
Enrolled Affiliate will treat the Microsoft Online Information Security Policy, the Microsoft Audit Report and
the Summary Report {as described in Section 15, below) as confidential and shall not disclose them fo
any third parfy except for Customer's employees, Affiliates, auditors or consultanis thaf need access fo
this information for the purpose of this business refationship as articulated in this Agreement and any
applicable Enroliment. Customer assers that all administrative code rufes which might resulf in the
disclosure of such documents are subject to the protections afforded to Microsoft under RCW 42.56,
including but not limited fo (i) provisions requiring notification of affected parties following a disclosure
request, and (ii) exemptions from disclosure of Proprietary Data and Trade Secret Information as set forth
in RCW 42.57.270 (11).

11. Warranties.

a. Limited warranty Microsoft warrants that: o

‘?‘é%f .

he duratlon"o

(i) Onling:Service o Ired Q@Fates use, of
Lo the notice requmemen $°if] th e Ser\nce L&V
“3«; P ,g,,«, - A'ﬁ% @,
i )4 Products other th_an Onllne Servi%%s |s y ﬁ%ﬂ%dwﬁﬁha [} flrst uses
; the Product; and - s B "l

m,m’ %5
he foillowing limitations:

A *é«ﬂfw
c. Limited warranty exclusmns ThIS‘”|Im1

(i) any implied warranties, guarantees { .
law |ast for one year from the start of the limited warranty

T, 0 e B,
ii). the lirhited Warranty doss not cover problemsﬂcausedmbymascldent abuse or use in-a
w3 TNanner. inconsistent with this Agreement or’ the Product. Use nghts or resultlng from
events beyond Microsoft's reasonable controk,. %, R ’ ey el g tin

be disclaimed as a matter of

_ {iii) the limited warranty does not apply to components of Products that Enrolted Afflllate is
permitted to redistribute;

(iv) the limited warranty does not apply to free, trial, pre-release, or beta products; and

{v) the limited warranty does not apply to problems caused by the failure to meet minimum
system requirements.

d. Remedies for breach of limited warranty. If Microsoft fails to meet any of the above limited
warranties and Enrolled Affiliate notifies Microsoft within the warranty period, then Microsoft
will:

(i) for Online Services, provide the remedies identified in the Service Level Agreement for
the affected Online Service;

(ii) for Products other than Online Services, at its option either (1) return the price paid or (2)
repair or replace the Product within a commercially-reasonable timeframe; and

These are Enrolled Affiliate’s only remedies for breach of the limited warranty, unless other
remedies are required to be provided under applicable law.
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e. Date warranty. Microsoft warrants that each Product, when run with accurate date dafa and
in accordance with its documentation, (i) does not have a life expectancy limited by date or
time format; (i) will correctly record, store, process, and present calendar dates; and (ili) will
fose no functionality, date integrity, or performance with respect to any dafe, as long as, and
only fo the extent that, all other information technology used in combination with such product
(e.q. software, firmware, hardware) properly exchanges date data with it. This warranty does
not extend of apply to user-cusfomizable features of third parfy add-on fealures or products,
including items such as macros and custom programming or formatting features. This
warranty is valid for a period of one year from the date an enrolled affiliate first runs a copy of
the Product. To the maximum extent permitted by law, any warranties imposed by law
concerning the Products are limited to the same extent and the same one-year period. This
warranly does not apply to components of Products that an Enrolled Affiliate is permitted to
redistribute under the applicable Product Use Rights, or if failure of the Product has resufted
from accident, abuse or misapplication. If an Enrolled Affiliate (or DES, acting on behalf of an
Enrolled Affiliate) notifies Microsoft within the warranly period that a Product does not meet
this Warraniy, then Microsoit will, at its oplion, either (i} return the price paid for the Product
or (ii) repair or replace the Product within a commercially-reasonable timeframe. To the
maximum extent permifted by law, this is Enrolled Affiliate’s (and DES’, acting on behalf of
Enrolled Affiliate) exclusive remedy for any failure of any Product to function as described in
this subsection 11(e). .

f. DISCLAIMER OF OTHER WARRANTIES. OTHER THAN JHIS LIMITED WARRANTY,

MICROSOFT PROVIDES NO OTHER EXPRESS ORﬁ;M IED sWARRANTIES OR
CONDITIONS. MICROSOFT  DISCLAIMS: .. ANY::. IMPL] %QREPRESENTATIONS
WARRANTIES ORJCONDITIONS, INCLlﬂIING WARRANT] RQHANTABILITY
TICULAR PURPGSE, SATISFACTORY.
. mlm g@gs wzu_ APPLY.’UNLESSw

R R

e

12, Defense of :m‘rmgeme ind ami: ﬁﬁj%gp%(ia 0
a. Microsoft’s agreement to protect: s 3 Enrolled"g’Afflllate against any

claims made by an unaffiliated third par (a);;,%any *Proddcﬁ on;§F|x that is made available by

MICTOSOfL for a fee infringes that party's patent, Qopynght or, trademark or makes intentional

unlawful use of its Trade Secret or undisclosed mformatron’* Microsoft will also pay the

_amount B any resultlng adverse.final Judgmenta(or settlement. to which Mlcrosoft consents),
s sectlon provides Enrolled Affiliate’s excluswe refmedy: for these c!alms The terms
oy g&“’%wtentfonal unfawful uss” and und:sclosed mformatron are used as de[med i Amcle. 39 2 of

-

S the TRfPs agreement. < -7 S T 7

b.” leltatlons on defense obllgatlon Microsoft's obligations WI|| not apply to the extent thé”f
the claim or award is based on:

{i) Customer Data, code, or materials provided by Enrolled Affiliate as part of an Online
Service;

{ii} Enrolled Affiliate’s use of the Product or Fix after Microsoft notifies it to discontinue that
use due to a third party claim;

{iii) Enrolled Affiliate’s combination of the Product or Fix with a non-Microsoft product, data or
business process,

(iv) damages attributable to the value of the use of a hon-Microsoft product, data or business
process,

(v) non-Microsoft-provided modifications that Enrolled Affiliate makes to the Product or Fix;

EAZ011AgrGov(US)SLG(ENG)Jul2011 with custom changes) Page 11 of 28
CTM 7/8/13 BD




(vi} Enrolled Affiliate’s redistribution of the Product or Fix to, or its use for the benefit of, any
unaffiliated third party, except as expressly permitied by this Agreement or the Product
Use Rights;

(vit)Enrclled Affiliate’s use of Microsoft's trademark(s) wnthout express written consent to do
so; or

(viii)any Trade Secret claim or undisclosed information claim, where Enrolled Affiliate
acquires the Trade Secret or undisclosed information {1) through improper means; (2)
under circumstances giving rise to a duty to maintain its secrecy or limit its use, or (3)
from a person (other than Microsoft or its Affilliates) who owed to the party asserting the
claim a duty to maintain the secrecy or limit the use of the Trade Secret or undisclosed
information.

Enroiled Affiliate will be reimburse Microsoft for any costs or damages that result from any of
these actions.

Specific rights and remedies in case of infringement.

(i) Microsoft's rights in addressing possible infringement. |If Microsoft receives
information concerning an infringement claim related tg a Product or Fix, Microsoft may,
at its expense and without obligation to do so, either; **. .

;ru

1} use commerc:aﬂy reasonable mez‘hods to procuré for

nrolled Affiliate the right to
m.;

2} modify the Product or Fix, or replac“e |t W|t“’ % )
|nfr|ng|ngJé.mSWh|ch case Enrollgg Afiliate wﬁj medi 56 ‘p‘te‘emallegedly
mfnnglng P?odJ'Qct or Fix after rece mg hotice f v

(i) Enr%]Ie"EI* at in. ction:; )
|nfr|ngement claini En;gﬂed;&f iliate's use of a Ffi'od teor, Fixitha ade avallab & by
,, *Microsoft for a fe‘e is eg;ljom%d By court of com‘geten unsdlctlonwl\ﬂlcré?éff will, at its
optlon T w -

2} replace it with a functional eqUIa[%n

3). modlfy |t to make it non- lnfrlnglng, or

for unused Online Serwces) and-terminate the hcense or nght to access the mfr:ngmg
Product or Fix. S z

T s

d Enrolled Affiliate’s’ Responsnblllty Enrolled Affiliate will be re§pon5|b1e for any costs or

damages to the extent that any claims made by an unaffiliated third party:

(i} are based on any Customer Data or non-Microsoft software Microsoft hosts on Enrolled
Affiliate’s behalf infringes the third party’s patent, copyright, or trademark or makes
intentional unlawful use of its Trade Secret; or

{ii} arise from Enrolled Affiliate’s or its end user's violation of the Acceptable Use Policy set
forth in the Product Use Rights.

Enrolled Affiliate must pay the amount of any resulting adverse final judgment (or seitlement
to which Enrolled Affiliaie consents).

Obligations of protected party. Enrolled Affiliate must notify Microsoft promptly in writing of
a claim subject to the subsection titled “Microsoft's agreement to protect” and Microsoft must
notify Enrolled Affiliate promptly in writing of a claim subject to the subsection titled “Enrolled
Affiliate’s Responsibility.” Either party’s failure to provide timely notice to the other shall only
refieve the other party from its obligations under this Section if and fo the extent such late
notice prejudices the defense or results in increased expense or loss to the other party.
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In addition, Enrofled Affiliate, and DES when acting on Enrolled Affiliate’s behalf, each agree
fo cooperate with, and agree to use best efforts fo encourage, the Office of Attorney General
of Washington (OAG) to grant Microsoft sole control of the defense and all related seftlerment
negotiations which pertain to (or which may affect) Microsoft and/for Microsoft's intellectual
property. In the event that OAG opts not to grant Microsoft sole controf of such defense and
related negotiations, Enrolled Affiliate (and DES, when acting on its behalf) agrees fo
encourage the OAG lo allow afl parties fo participate jointly in any defense and afl refated
settlement negofiations. Microsoft will reimburse Enrolled Affiliate (and DES, when acting on
its behalf} for reasonable out of pocket expenses that if incurs in providing that assistance.

13. Limitation of liability.

a. Limitation on liability. To the extent permitted by applicable law, the liability of Microsoft
and Enrolled Affiliate, their respective Affiliates and contractors arising under this Agreement
is limited to direct damages up to (1) for Products cther than Online Services, the amount
Enrolled Affiliate was required to pay for the Product giving rise to that liability and (2) for
Online Services other than Covered Services (as defined below), the monthly amount
Enrolled Affiliate is required to pay for the Online Service giving rise to that liability multiplied
by 12. In the case of Products provided free of charge:: or code that Enrolled Affiliate is
authorized to redistribute to third parties without separate: payment to Microsoft, Microsoft's
liability is fimited to U.S. $5,000. These limitations apply rega?diess of whether the liability is
based on breach of contract, tort (mcludmg neghgence) 'str:g%t;% %abﬁv breach of warranties,

(i) Mlcrosofts |‘-‘ -nrolled Affi I|ate§ lgaflons unde

mfringe = ropmaﬂon anedbthlrd party clalms”%‘ “@;fﬂ%
(ii) liabiliy? a‘ges caused by, eﬂhé?%ar&ys %sss Sgligen

hat of ’ﬁs %mployees OEItS agen §¥anﬁ%mgrded’ .8 €O

<and negllgence gross gjggence" ’*ag U
“recklessness”). For purposes “of % sectio

el

may be assessed by.government f@i&Mg
mrsconducr )
(iii) Ilablhtles arising out of any breach by either.p arty ofmrtgﬁ’obllgatlons under the section

. entifiéd “’Coﬁ?‘ identiality”, except that Mleroseft:s llabéhty arising,.out of or in relation to
u@%,?%@?(?ustomer Data shall be as set forth for On!;ne fServnces -Qr Covered Online Services
’ elsewhere in this Section 13; . 4%; 1‘1*%&& .

.

~ (iv) liability for personal |nJury or death caused by e|ther party swnegllgence or fhai o% its
employees or agents, or for fraudulent misrepresentation; and

{v) violation by either party of the other party’s intellectual property rights.

b. EXCLUSION OF CERTAIN DAMAGES. TO THE EXTENT PERMITTED BY APPLICABLE
LAW, WHATEVER THE LEGAL BASIS FOR THE CLAIM, NEITHER PARTY, NOR ANY OF
ITS AFFILIATES, OR CONTRACTORS, WILL BE LIABLE FOR ANY INDIRECT,
CONSEQUENTIAL, SPECIAL, OR INCIDENTAL DAMAGES, OR DAMAGES FOR LOST
PROFITS, REVENUES, BUSINESS INTERRUPTION, OR LOSS OF BUSINESS
INFORMATION ARISING IN CONNECTION WITH THIS AGREEMENT, EVEN IF ADVISED
OF THE POSSIBILITY OF SUCH DAMAGES OR IF SUCH POSSIBILITY WAS
REASONABLY FORESEEABLE. HOWEVER, THiS EXCLUSION DOES NOT APPLY TC
EITHER PARTY'S LIABILITY TO THE OTHER FOR VIOLATION OF ITS
CONFIDENTIALITY OBLIGATIONS (EXCEPT TO THE EXTENT THAT SUCH VIOLATION
RELATES TO CUSTOMER DATA), THE OTHER PARTY’S INTELLECTUAL PROPERTY
RIGHTS, OR THE PARTIES’ RESPECTIVE OBLIGATIONS IN THE SECTION TITLED
“DEFENSE OF INFRINGEMENT, MISAPPROPRIATION, AND THIRD PARTY CLAIMS.”
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c. Affiliates and Contractors. Neither Microsoft nor Enrolled Affiliate shall bring any action
against the other's Affiliates or contractors in respect of any matter disclaimed on their behalf
in this Agreement.

d. Limitation of Liability for Office 365 Services.

The follfowing additional definitions shall apply to both this Section 13(d} and Section 13(e)

below:;

(i) "Covered Data Loss” means loss of Custorner Data that is_nof (a) attributable to the
insfructions, acts or omissions of Enrofled Affiliate or its users or (b} the most recent 20
minutes worth of Customer Data;

(i) “Covered Disclosure” means disclosure of Custorner Data as a result of a Security
Incident, as defined in Section 16(r) (“Securily Incident Nolification’}; and

(ili) “Covered Online Services” means Office 365 Services.

{1} Calculation of Limit

Solely with respect to Covered Online Services ordered under an Enroliment, the first
paragraph of Section 13(a), above, titled “Limitation on Liabllity,” is hereby replaced with the
following provisions of this Section 13(d){1), without changrng other paragraphs or provisions
in Section 13(a): T

Except as provided for Collective Agencies in Seclfon 1 3(‘9}} be;f'*“w theJ.rabmty of Microsoft

and each Enrolled Affiliate, and their respective-A fﬂ!.ra;e& ane“%% g@’f’?@ﬁf sy rsmg separately
under an Enroliment for damages caused b% the Covered .
liability, shall be l.-m d. fo direct damage siap. to an amount.e
multiplied byz(b):t hiy per-unit price (as set by the' ese?f”e[

Covered ne’fSerwce SKLJ. migiltiplied bR the dﬁ@ntrt@ﬁ@

the app Qleﬁ’ﬁvroﬂed Afﬂ!@t‘e ,ugderg:@ cagrent%subsgnpt Qniorde

4. i %g@%@ o B ’
For'the purpo.;e of clarity: "= LRl Y % - W
(a) This amendment to the monef: é’?j’?“?!mftat}o%’y of ﬁab‘ﬁy% (@ veradit Ime Services will
apply to Microsoft's liabifity ans:ﬁgw%e?”@goﬁ n%reg{\attomio}rts&breachgof its obligations
under the applicable Enroliment related.to Customer Data,%

(b} Notwithstanding the extent fo which the extent any component of Covered Online
Se.rwcesi (e.g. Exchange Onhne) gives rise to fiability, Microsoft's limitation of liability will
108 caleulated u using the whole monthly prices of each.Covered Online Services SKUs

':. (rnclud.rng the monthly prices of Suites, ratherthan the components of such Smtes) for

e which-the Enrofled Affiliate has placed subscrrptron orders; and -

{c) Except as provided separately for Collective Agencies, purstant to Sectron 13(9) b‘elow
- the amount of the limitation of liability as set forth in this Section 13 will be calculated and:
applied separately for each Enrolled Affiliate.

(2) Confirmation of Direct Damages

For purposes of both this Section 13(d) and Section 13(e), befow, the following shall be
deemed to be “direct damages” not subject to the exclusion of indirect or consequential
damages set forth herein:

(A) The following costs related fo a Covered Disclosure:

a. An Enrolled Affiliate’s reasonable costs in notifying affected individuals of
Covered Disclosure in which the data subjects’ Personal Information has been
disclosed;

b. Credit monitoring for up to twelve (12) months for affected individuals;

¢. Damages assessed against an Enrolled Affiliate by a court of competent
jurisdiction and awarded to individuals whose Personal Information is subject fo a
Covered Disclosure.
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d. Any additional reasonable and documented costs of any mitigation, remedies or
plans to the extent that such mitigation, remedies or pfans are reascnable and
would otherwise have been expected to be paid by Washington government
entities in the event such entities were fo experience a Covered Disclosure while
hosting and processing their own Cusiomer Data, given the nature and scope of
the Covered Disclosure, as validated by an independent intemationally
recognized third party industry expert chosen by both parties.

(B) The following additional costs related to each applicable Enrolled Affiliate’s obligations
under the Freedom of Information Act, Washington Public Records Act, or other
applicable open records laws due to Covered Data Loss:

a. Govemment fines and penalties assessed against an Enrolled Affiliate for failure
to comply with such open records laws, where such failure is attributable solely to
Covered Data Loss; and

b. Damages assessed against an Enrofled Affiliate by a court of competent
jurisdiction and awarded o third parties based solely on the Enrolled Affiliate’s
failure to provide information to them under such open records acts, where stich
failure is aftributable solely fo a Covered Data L oss.

In all other respects, including with respect to any exclusigns from the fimitation on liability,
Sections 13(a} 13(b), and 13(c), above, shall contmue to«apply as wr.rtten

e. Exception for Certain Washington State Agenctes

;&;w o T

(i) “Aggregate G ﬁ@“‘ ive Monthly Value*@l
Prices : C
Value

‘ The following additional definitions shall app{y to this rSecno ;

g% 4:“& M

B
(u) "Co!lecﬁv&aAgency,
Value is calculated, each Agen@y of

govemment (hereafter, an “Eligible A%
Amendment {as defined below).

Washmgton
Sollective Agency

. Agency erirolled hereunder, which amends sqeh

Eiigl,ble Agency s Enrollment by adding -
g v"the followmg statement to its Enroliment: '

Py L "'<y n r
s v Y e

] K"Enrolled Aff liate agrees, on behalf of itself and afﬁhates (|f any) fo which |t

- * - sublicenses under the Enrcllment amended hereby, that it shall be a Collectlve e
Agency, as defined in the section of the Agreement titled “Limitation of Liability.”
As such, if there are any disputes between Enrolled Affiliate and Microsoft
regarding a Covered Data Loss (as defined in the Agreement), Enrolled Affiliate
agrees to provide the Washington Department of Enterprise Services {(or its
successor) (DES) written notice of the nature of such dispute. DES will review,
and Enrolled Affiliate grants and assigns to DES the authority to resolve such
dispute on behalf of Enrolled Affiliate regarding the Covered Data Loss. DES will
consult reasonably with Enrolled Affiliate and Enrolled Affiliate will provide
reasonable assistance and cooperation to DES in that resolution process.
Enrolled Affiliate agrees that it will seek relief for any damages related to
Covered Ontine Services solely through this Enrollment. Further, Enrolled
Affiliate agrees to grant and assign DES sole authority to receive from Microsoft
on its behaif and disburse to Enrolled Affiliate liability payments made by
Microsoft for a Covered Data Loss in the manner set forth in the Agreement..”
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Microsoft will, upon written request by an Eligible Agency, make Collective Agency
Amendments available for execution by such Eligible Agencies. Any Enroliment used for
any such renewal term must be executed under this Agreement or another agreement
which binds both DES and the Collective Agency fo these terms and conditions, and
must be amended by the addition of a Collective Agency Amendment. Each Eligible
Agency is responsible for reading and understanding these terms and conditions, and
Microscft shall not be responsible to notify Eligible Agencies of their options hereunder.

=

“Coflective Agency Enroflment” mean an unexpired Enroliment between Microsoft and a
Collective Agency under this Agreement or any other Enterprise Agreement between
Microsoft and DES (or its successor)}, provided that such Enrollment is amended by a
Collective Agency Amendment (as sef forth above); and

(v) “Covered Online Service Monthly Price” means, individually with respect to any Colfective
Agency Enroliment as of the dafe the Aggregate Colflective Monthly Value is calculated,
(a) the monthly per-unif SKU price (as set by the Reseller} of the Covered Online
Service(s) giving rise to Microsoft's liability hereunder, multiplied by {b) the quantity of
such SKUs on current subscription orders purchased under such Enrollment.

(1) Calculation of Limit L

. - A

“i\

Sclely with respect to Covered Online Services: ordered untter Col[ectlve Agency

Enroliments, Subsection 13(d)(1) titled "Calculatlon of.leit ¢|s ‘heréb repl’ac d with the
following provisions of this Section 13(e)(1)%.:* : B SO R

liability to. D IES@%:‘ damages suflferev b\;ﬁGeQTY"' y
nlm“é%Semc% purchased ing er@ll C&Ae@tt\?b’é‘ ey ERrolln

bewljgggit‘é{% Jite tdamage e r(2‘4) tlmest‘ AggrégateiCollective Mon

Value, as ’of(the‘ date $uch ﬁaﬂblht d 3 =X

Microsoft's
related tg

5 .
N&W&%w o Sa‘

(iy The monetary limit of Microsoft's aggr |ab1I|ty to i@ﬁ%gor Covered Online Services
will vary over time, as Covered Onhne@’emegs are purchased or expire, or as Collective
Agency Enroliments are added, expire or’ termlnate and,

- U) in ih& event éither Microsoft or DES pays-any’ amounts totth%g;etggg party for damages

e “attributable to Covered. Online Services pursuant to thls Section’ 13 tﬁe amount of that
party s total remaining liability to the other under this Sectlon 13 wnll be d:mtnlshe@by that

‘amount (but in no case will be lower than zero). - -

- (i) Notwithstanding that this provision for aggregate limitation of !|ab|I|ty for DES on behalf of-
Collective Agencies (or the terms and conditions contained herein) may appear in more
than one active Agreement between DES and Microsoft, the terms and conditions of
each such provision shall apply once, and the multiple iterations hereof shail not have the
effect of multiplying the limitation of liability of either party beyond the amount provided
separately in any of the individual Agreements’ provisions.

The following example is provided for clarity, and is not intended to establish any specific
Dollar amount for Microsoft's limitation of liability:

» On date #1, before Microsoft has paid any amount to DES for damages pertaining to
Covered Online Services, the Aggregate Collective Monthly Value is $100,000, such that
Microsoft's aggregate limitation of liability to DES on date #1 is $2,400,000.

» On date #2, before which there has been no change to the Covered Online Service
Monthly Price, Microsoft pays DES $1,500,000 for direct damages related to Covered
Online Services. Microsoft’s remaining total aggregate liability to DES will then be {(24 x
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$100,000) - $1,500,000 =} $900,000, until such time as the Aggregate Collective Monthly
Value changes.

» On date #3, due to a Covered Enroliment's expiration, the Aggregate Collective Monthly
Value is reduced from $100,000 to $80,000. Microsoft's remaining total aggregate
liability to DES will then be {(24 x $80,000) - $1,500,000 =} $420,000, until such time as
the Aggregate Collective Monthly Value changes again.

» On date #4, due to the addition of a new Covered Enrollment, the Aggregate Collective
Monthly Value is increased from $80,000 to $120,000. Microsoft's remaining fotal
aggregate liability to DES will then be {(24 x $120,000) - $1,500,000 =} $1,380,000, until
such time as the Aggregate Collective Monthly Value changes again.

For the purpose of clarity:

(a) This amendment to the monetary limitation of liability for the Covered Online Services will
apply to Microsoft's fiability arising out of or in relation to its breach of its obligations
under Covered Agency Enroliments related to Customer Data;

{b) Notwithstanding the extent to which any component of Covered Online Services (e.g.
Exchange Online) gives rise to liability, each party’s limitation of liability will be calculated

! using the whole monthly prices of each Covered Online.Services SKUs (including the

' monthly prices of Suites, rather than the components of such Suites) for which the

‘I Covered Affiliates have placed subscription orders uniefgtgésr Covered Affiliate

| B iy

| give nseio Microsoft's

\ Te I Onlrgge Ser\nces will

Enrollments: exen S5 L

{c) Microsoft then-current [imitation of liability, for anyﬁeVeﬁ’%fﬁhlc
liability based

upon one or more such Cﬁllectlve Agenmes‘*coir

or decreased wtth res ect to such: e@ent"b d:
mes on or a er e date such é@ent e
1y fé aﬁ%ﬁ’c:oﬂ i

(a}.coﬁtectlng from Microsoft those payments for damages%ﬁlated to Covered Services,
- Jor which Microsoft is responsible, with respectatogeach Collgg&%gmAgency, pursuant to
-the terms and conditions of thls Section 13 (mcludm‘g but.not I:mtted to thls subsectlon
13(e)) and *~ - T
(b) dlsbursmg such payments to the apphcable Collectwe Agenmes '

,v‘ﬁ. o,
® (ﬁf’xw’;

-

By its S|gnature on this Agreement, DES represents that

1. It has the authority to accept, and accepts, the terms and conditions of this Section 13(e),
and

2. Inthe event that a dispute regarding Covered Online Setvice(s) arses between a
Collective Agency and Microsoft with regard to the terms and conditions of this Section
13 (and its applicable Subsections including this Section 13(e)}, it will work on behalf of
such Collective Agency o resolve such dispute with Microscft. For clarity, disputes
pertaining to Products other than covered Online Services are not subject to this
Subsection 13(e).
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14. Verifying compliance.

a. Right to verify compliance. Enrolled Affiliate must keep records relating to the Products it
and its Affiliates use or distribute. Microsoft has the right, to the extent permitted by
applicable law, to verify compliance with the license terms for Products, at Microsoft's
expense.

b. Verification process and limitations. To verify compliance, Microsoft will engage an
independent auditor, which will be subject to a confidentiality obligation. Verification will take
place upon nct fewer than 30 days’ notice, during normal business hours and in a manner
that does not interfere unreasonably with Enrolled Affiliate’s operations. Enrolled Affiliate
must promptly provide the independent auditor with any information it reasonably requests in
furtherance of the verification, including access to systems running the Products and
evidence of Licenses for Products Enrolled Affiliate hosts, sublicenses, or distributes to third
parties. As an alternative, Microsoft can require Enrolled Affiliate to complete Microsoft's self-
audit questionnaire relating to the Products Enrolled Affiliate and any of Affiliates use or
distribute, but reserve the right to use a verification process as set out above.

K Microsoft undertakes verification and does not find material unlicensed use (License
shortage of 5% or more per Product), Microsoft will not undertake another verification of the
same entity for at least one year. Microsoft and the rndependent auditors will use the
information obtained in compliance verification only to, en orce Microsoft's rights and to
determine whether Enrolled Affiliate are in_. amphance iththe cense terms for the
L R o
Products. By invoking the rights and proceduresmde é’nﬂ
its rights to enforce the Agreement or to pg‘igct Mlcros ‘s,;l

means permlﬁedb' W. m ,f«m

c. Remedie 5 r;an lfév it at;on i{sseif-a‘ﬁdit@rf”\‘leﬁls d use,
Enrolled Affliat pt@r %seﬂer ordgﬁsﬁfﬁc %} such
USEe,H marlal unhceﬁse%gﬁs is-folind, Enrolled A@ateﬁﬁ’ st e mbuj rthe

,onable costs MleOSOﬂ as mcgm%d in- venf cat1on“'a
Lidenses at snﬁgle retail license cé‘%ﬁ;ﬁmthm 30 days

15. Office 365 Security Terms

The following terms and conditions ( "Ofﬁce 365 Secunty Tenns") shaﬂ apply so!eiy to Office 365
: Serwces sojd.under this Agreement e

LA T e, e BT T 2

mwﬁl}” Pry"ivacy\ L e m e

EICEE i

a. Privacy practices. Microsoft complies with all data protection and privacy laws
generally applicable to Microsoft's provision of the Office 365 Services. However,
Microsoft is not responsible for compliance with any data profection or privacy law
applicable to an Enrolled Affiliate or its industry or government function and not
generally applicable to information technology service providers.

b. Customer Data. Microsoft will process Customer Data in accordance with the
provisions of this Agreement (including these Office 365 Securify Terms) and, except
as stated in the Enrollment and these Office 365 Security Terms, Microsoft (a) will
acquire no rights in Customer Data and (b) will nof use, process or disclose
Customer Data for any purpose other than stated below. Microsoft's use of Customer
Data is as follows:

(i) Customer Data will be used, processed or disclosed only to provide Enrolfed
Affiliates the Office 365 Services. This may include troubleshooting aimed at
preventing, detecting and repairing problems affecting the operation of the Office
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365 Services and the improvement of features that involve the delection of, and
protection against, emerging and evolving threats to the user (such as malware
or spam).

(i) Microsoft will not disclose Customer Data to law enforcement unless required by
law. Should faw enforcement contact Microsoft with a demand for Customer
Data, it will atfempt to redirect the law enforcement agency to request it directly
from Customer. As part of this effort, Microsoft may provide Cusfomer's basic
contact information fo the agency. If compelled to disclose Cusfomer Data to law
enforcement, Microsoft will use commercially reasonable efforls to noftify
Customer in advance of a disclosure unless legally prohibited.

¢. Cusfomer Data deletion or return. Upon expiration or termination of Customers
use of the Office 365 Services, Customer may extract Customer Data and Microsoft
will defete Customer Data, each in accordance with the terms of this Agreement.

d. End User requests. Microsoff will not independently respond to requests from
Customer's End Users without Customer's prior wriften consent, except where
required by applicable law.

e. Microsoft personnel. Microsoft personnel vgiﬂ not use, process or disclose
Customer Data without authorization. Microsoft pe@pqne! are obligated fo maintain
the confidentiality of any Custorner Data gnd‘ thf o%’?;@a jon continues even after their

engagement ends.

fiato 4 r}nents*”ig,g‘th Microsoft

requiring that the subcontractor pgowdg{a ] same level of pm%acy protection
with respect to personal data rec% ived: [é WM} @*sgmas is rg@ﬁrred by the refevant

Safe Harbor Privacy Principles fs‘gyed by, ‘fhe us. Department of Commerce as part

of the U.S.-E.U. Safe Harbor Framework ‘Customeér consents to Microsoft's transfer
o‘fmCustomer Data to subcontractors as described in"this Agreement. Except as set
“forthi"above; or as Customer may otherwise 3aythoze Microsoft will not transfer foc

i any third party (not even for storage purposes) éust n 3 prowded to Microsoft
: through the: use of the Ofﬁce 365 SE.'NICES“ . S B

" u
Rl w B

T T g a o E <%
. > 2 5. WE 4
S

(B) Cb‘st‘oine"r réspon'sibilities. -
Customer must comply with applicable legal requirements for privacy, data protection, and
confidentiality of communications related to jts use of Office 365 Services.

(C) Additional European terms.

if Custorner has End Users in the European Economic Area or Switzerland, the additional terms
in this Section 15(C) will apply in addition to the other terms and conditions of this Agreement
Terms used in this Section that are not specifically defined will have the meaning in Directive
95/46/EC of the European Partiament and of the Council of 24 October 1995 on the protection of
individuals with regard to the processing of personal data and on the free movement of such data
(°EU Data Protection Directive”).

a. Intent of the parties. For the Office 365 Services, Cusfomer is the data controller
and Microsoft is a data processor acting on Customer's behalf. As data processor,
Microsoft will only act upon Customer’s instructions. These Office 365 Security Terms
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and the Enroliment (including the terms and conditions incorporated by reference
theraein) are Customers complefe and final instructions fto Microsoft for the
processing of Customer Dafa. Any additional or alternate instructions must be
agreed fo according to the process for amending Customer’s Enroliment.

b. Duration and object of data processing. The duration of dafa processing shall be
for the term designated under the Enroliment. The objective of the dafa processing is
the performance of the Office 365 Services.

c. Scope and purpose of data processing, The scope and purpose of processing of
Customer Data, including any personal data included in the Customer Data, is
described in these Office 365 Security Terms and the Enrollment.

d. Customer Data access. For the term designated under the Enrolfment Microsoft
will, at its election and as necessary under applicable law implementing the EU Data
Protection Directive, either: (1) provide Customer with the ability to correct, delele, or
block Customer Data, or (2) make such correclions, deletions, or blockages on
Customer’s behalf.

e. Privacy officer. Microsoft's data privacy representalive for the European Economic
Area and Switzerland can be reached at the foﬂowmg address

Microsoft Ireland Operations Ltd.~ <
Attn: Privacy Officer &;@a; ‘5;*”: .
Camnenhall Road E v

Sandyford Dublin 18,.1 !and

e 4 y >
e R
= < g 0¥ 4,

£

3 TN LR E
s iplentent

' 6 B'gan Vi driate’ technical
erpal cofiirols, argm Ol

az%%r; !sepun?jgrou mes intended
acciden a! ’I%ss destrucfQ% or. a!tefatronﬁnauthorrzed
" disclosure or access of unla%@ estructf@nhé% Addrﬁeﬂaf Mrcrosoff’ *has implemented
and will maintain (A) reasonablep Bndéc Iriewew monitor, audit, (and
when necessary, investigate) the use f Customer Dita by personnel of Microsoft and
subeontractors and (B) appropriate méasires, to prevent uhauthorized use, sale, sharing,
or transfer of Customer Data. These measures are as follows:

Tto protect§ustomerD : ag in

w

(t) Domain: orgamzaﬂon of mformatnon secunty

- 1) Security ownershrp M:crosoft has appomted one’ or more securi fxofffeers
.. responsible for coordmatmg and monrtonng the secun'ty ru!e*é‘ Cand
procedures. - e

2) Security roles and responsibilities. Microsoft personnel with access fo
Customer Data are subject to confidentiality obligations.

3) Risk management program. Microsoft performed a risk assessment before
processing the Customer Data or launching the Office 365 Service.

4} Microsoft retains ifs security documents pursuant lo its retention
requirements after they are no longer in effect.

{(ii} Domain: asset management

1) Asset invenlfory. Microsoft maintains an invenfory of all media on which
Customer Data is stored. Access lo the inventories of such media is
restricted to Microsoft personnel authorized in writing fo have such access.

2) Assetf handling.
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A. Microsoft classifies Customer Data to help identify it and fo allow for
access lo it fo be appropriately restricted fe.g., through encryption).

B. Microsoft imposes restrictions on prinfing Cusfomer Data and has
procedures for disposing of prinfed materials that contain Customer
Data.

C. Microsoft personnel must obtain Microsoft authorization prior to storing
Cusfomer Data on portable devices, remotely accessing Customer Dafa,
or processing Customer Dafa outside Microsoft's facilities. This includes
removing media (e.g., USB sticks and CD ROMs) and documents
containing Customer Data from Microsoft's facilities.

(iii) Domain: human resources security
1) Security training.

A. Microsoft informs its personnel about relevant securify procedures and
their respective roles. Microsoft also informs its personnel of possible
consequences of breaching the securily riles and procedures.

B. Microsoft will only use anonymous dafa. jp training.

(iv} Domain: physical and enwronmentalsecunty

1) Phys;cal access fo facilities.ss Mfgmsoﬂ&*% Eﬁ'fggss fo facilities where

fogg;ﬁd fo identified

d-outgaing megia. contarpmg Custome fo
aughorgzed send%@mcrplents dafe and -tmTe“’th' ;
typ“es of Céstomerﬂgta theygontam = :

- g §
t_xses Mgneé/ 1

i ue**to»ﬁpow

pply failure or line

inferference.

4) Component disposal. Wg rj uses: mdustd‘/ﬁstandard processes fo delete
Customer Data when it is no fon&er needed. 5

e (v) Domam commumcatrons and® operat.-ons mafna“gementm s "3

1) Operational po!rcy ‘Microsoft mamtams secunfy documentshsdescnbmg its
v : ,wsecunty measures -and the relevant procedunes anf respons.rbmtfes of n‘s
T . personnel who have access fo Customer Data.” ™ N

2) Data recovery procedures.

A. On an ongoing basis, but in no case less frequently than once a week
{unless no Cusfomer Data has been updated during that period),
Microsoft maintains multiple copies of Customer Data from which
Customer Data can be recovered.

B. Microsoft stores copies of Customer Data and data recovery procedures
in a different place from where the primary computer equipment
. processing the Customer Dala is located. . .

C. Microsoft has specific procedures in place governing access to copies of
Customer Dafa.

D. Microsoft reviews data recovery procedures at least every six months.
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E. Microsoft fogs data restoration efforts, including the person responsible,
the description of the restored data and which data (if any} had fo be
input manually in the data recovery process.

3) Malicious soffware. Microsoft has anti-malware conirols fo help avoid
malicious software gaining unauthorized access fo Customer Datla, including
malicious software originating from public nefworks.

4) Data beyond boundaries.

A. Microsoft encrypts Customer Data that is transmitted over public
networks.

B. Microsoft restricts access fo Cusfomer Data in media leaving its facilities
{e.g., through encryption).
{vi) Domain: access conirof

1) Access policy. Microsoft maintains a record of securily privileges of
individuals having access to Customer Data.
2) Access authorization. :
' A, Microsoft mainfains and updates-a ,record of personnel atithorized to
access Microsoft systems that confaf“ uafomer Data.

c-;..
o
]
po
]
=
o
D
3 43
=2
&
o
Q

i Eonzed acces%to d ta and,‘ges
5l

Microsoft restncts-, DU - Data fo only-those individuals who
require such access; T (8]

. 4 Integrity and conﬁdentiamy

e i gy

e AT Microsoft instructs Microsoft personnel to d;sab!e admrntstrat:ve sessrons
when’ _feaving premises Mtcrosoft contro!s or when computers are
) otherwise left unattended M T IR
©* _5) . Authentication. . LT g, T . ‘ .
A. Microsoft uses industry standard practices to identify and authenticate
users who attempt to access information systems.
B. Where authentication mechanisms are based on passwords, Microsoft
requires that the passwords are renewed regufarty.
C. Where authentication mechanisms are based on passwords, Microsoft
requires the password to be at least eight characters long.
D. Microsoft ensures that de-activated or expired identifiers are nof granted
to other individuals.
E. Microsoft monitors repeated aftempts to gain access fo the information
system using an invalid password.
F. Microsoff maintains indusfry standard procedures fo deactivate
passwords that have been corrupted or inadvertently disclosed.
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G. Microsoff uses industry standard password profeclion practices,
including practices designed fo maintain the confidentiality and integrity
of passwords when they are assigned and distributed, and during
storage.

6} Network design. Microsoft has controls to avoid individuals assuming access
rights they have nof been assigned fo gain access to Customer Data they are
not authorized o access.

{vii} Domain: information security incident management

1) Incident response process. Microsoff maintains a record of security
breaches with a description of the breach, the time period, the consequences
of the breach, the name of the reporter, and fc whom the breach was
reported, and the procedure for recovering data.

2) Service Monitoring. Microsoft security personnel verify logs at least every six
months to propose remediation efforts if necessary.

(viii) Domain: Business Continuity Management

1) Microsoft mainfains emergency and contmgency plans for the facilities in
which Microsoft information systemS*that process Customner Data are
focafed. et

2) Microsoft's redundant storage »and its:ph

des:gned fo attempt fo reqon,struct Custongg ',
befdre the time it was lost Wor destroyeb’

i -
%urrernents :mposed by Iaiw ad?%umstraﬂve
g‘}e N descnbed inithis é§ectto 5.
gt C nETES pons.vbmty mggh spectito fhe secunty of ngtomerﬂata
TR these.. measures rep aces, any:. conf.rdeaiafrty‘%e
g ‘Enroliment or“%@"’ny other non-drsq!osu dqréem
Customer specifically for Oﬁ" ico: 365%89@4
T it

b. Certifications and audits

fi, Microsoft has esiablished a grees: fo mairitain a data security policy that
S %complres with the ISO 27001 standards for the. éstablishment, :mplementatton

T T control and improvement of the Information Secunt)g Management System and
asians '!.ig‘_';:zz‘”z; © . the ISOAEC 27002 code of-best pracf:ces for mfonnatlon‘secunty management
‘w}@m@ E - ’ (“M:crosoft Online' Information Security Policy’).” On 2 conf'ﬁenﬁa&meed—to-
o - . .know basis, and subject to Customer's agreement to,@on—d:sc!osuré* obligations

B ’ Microsoft specifies, Microsoft will make the Microsoft Online Information Security
Policy available to Customer, along with other information reasonably requested
by Customer regarding Microsoft security practices and policies. Customer is
sofely responsible for reviewing the Microsoft Online Information Security Policy,
making an Independent defermination as to whether the Microscft Onfine
Information Security Policy meets Customer’s requirements, and for ensuring
that Customer's personnel and consultants follow the guidelines they are
provided regarding data security.

(i) Microsoft will perform audits on the security of the computers and computing
environment that it uses in processing Cusfomer Data (including personal data)
on the Office 365 Services and the physical data centers from which Microsoft
provides the Office 365 Services. Audif(s): (a) will be performed at least
annually; (b) (i) will be performed according to 1SO 27001 standards and (i) will
meet the SSAE 16 SOCT Type Il audit standards or other SSAE 16 variant
standards that include the SOCT scope; (c) will be performed by independent
third party security and audit professionals at Microsoft's selection and expense;
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(d) will result in the generation of one or more audil reports ("Microsoft Audit
Reports®), which wilf be Microsofts confidential information; and (e) may be
performed for other purposes in addition to satisfying this Section (e.q., as part of
Microsoft's regular infernal security procedures or fo salisfy other contractual
obligations).

If Customer requests in writing, Microsoft will provide Customer with a
confidential summary of each of the Microsoft Audit Reports (“Summary
Reports”) so that Customer can reasonably verify Microsoft's compliance with
the security obligafions under these Office 365 Security Terms. Each Summary
Report is Microsoft confidential information. Summary Reports will not be
prepared in a way that would frusirate or prevent Cusfomers ability fo
understand any non-conformities reported in the corresponding Microsoft Audit
Report.

(ifi)

Microsoft will be responsible for the remediation of (a) any errors identified in a
Microsoft Audit Report that could reasonably be expected fo have an adverse
impact on Customer use of the Office 365 Services and (b} materal control
deficiencies identified in the Microsoft Audit Report.

(iv)

Notices to Microsoft. Notices, authorlzatlongwg&and reques S
Agreement must be sent by regular or evemi‘gl"ff“ma:l
addresses and rs listed on the sig‘niﬁ;ure‘:fonn‘fand‘ilf thisi
treated as delj the date shown “on. the retﬁ7 rete

el

Agr; Jor fax to the
ce ,ﬁ}entﬁ% Notlces will be

i
Microsoft Corporatlon !
Legal and Corporate Affalrs
Volume Licensing Group
. One Microsoft Way "@; s ;
. Redmond, WA 98052 T =
'*"»’”USAzm et . : ;

S ]

Via Facsimile: (425) 936-7329 B

o

b.

C.

d.

e,

; g m P L w::;;‘? P Y e
. Microfséft may provide information about upcoming Enrollment deadlines and Online Services
™ in electronic’ form. Such information may be provided by email to contacts provided by
Enrolled Affiliate under an Enroliment, or through a web site Microsoft identifies. Notice by
email is given as of the transmission date.

Assignment. Either party may assign this Agreement to an Affiliate only. Assignment will
not relieve the assigning party of its obligations under the assigned Agreement. If either party
assigns this Agreement, it must notify the other party of the assignment in writing.

Severability. [f a court holds any provision of this Agreement to be illegal, invalid or
unenforceable, the rest of the document will remain in effect and this Agreement will be
amended to give effect to the eliminated provision to the maximum extent possible.

Waiver. A waiver of any breach of this Agreement is not a waiver of any other breach. Any
waiver must be in writing and signed by an authorized representative of the waiving party.

Applicable law; Dispute resolution. The terms of this Agreement will be governed by the
laws of Enrolled Affiliate’s state, without giving effect to its conflict of laws. Disputes relating
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to this Agreement will be subjact to applicable dispute resolution laws of Enrolled Affiliate’s
state.

This Agreement is not exclusive. Customer is free to enter into agreements to license, use
or promote non-Microsoft software.

Entire agreement. This Agreement, the Product List, all Enroliments under this Agreement,
and the Product Use Rights constitute the entire agreement concerning the subject matter
and supersede any prior or contemporaneous communications. In the case of a conflict
between any documents referenced in this Agreement that is not expressly resolved in the
documents, their terms will control in the following order: (1) these terms and conditions and
the accompanying signature form; (2} an Enroliment; (3) the Product List; (4) the Product Use
Rights; (5) only such other documents that are referenced in this Agreement and expressly
incorporated herein, including but not limited to the Service Level Agreements applied
separately to Enmliments and applicable to certain Online Services, as set forth in the
Product Use Rights, for each subscription term; and (6} all orders submitted under this
Agreement,

Survival, Provisions regarding ownership and license rights, fees, Product Use Rights,
restrictions on use, evidence of perpetual licenses, transfer of licenses, warranties, defense
of infringement and misappropriation claims, Microsoft's:-and Customers obhgatlons to
protect each other, limitations of liability, confldentlahty, comphance verification, obligations
on termination or expiration and the other provisions-in thls sectlen entltled “Mlscellaneous
will survive termination or expiration of this Agreement,,aﬁd;o =a

are incorporated. ﬂﬁjgﬁ M
No transfer of hip.. Mlcrosoft does not transfer an owne,gs 1

Product.

hat gﬁe““ternis

) able@federal aw an”é%i'egu at Ny,

‘prévided to Enrolled Aff liatetis for: tb,éo!e use and be ef;}ef the:Enrolled:Affiliate;, and is not
provided for uSe by or'personal benef it f‘g y spe&‘%& eﬁﬁﬁ\eﬁg&emp!eyee ®

Amending the Agreement.  This Agr taf%ept»w 3 ’ﬂuct ng»fg« and the Product Use
Rights) can be changed only by an amen é %nt s;gned by both partles

Free Pre duc

hgg o

Resellers and other third partles cannot bmd Jcrosoft Resellers and other third parties
do no’t Have au’Lhonty to bind or impose any, obhga jon or habl]'y on Mlcrosoﬁ

,,\,6

"’yPﬁm‘?acy Microsoft and Customer will comply W|th all appllcable pnvacy and _data protection
laws and regulatlons Customer may choose to prowde Rersonal |nfor§nat|on tosM|Qr950ﬂ on
behalf of .third- parties (mcludlng Customer's ‘contacts; Fresellers, dlstﬂbutors “and

- admmlstrators) as part of this Agreement. Customer represents and warrants that it has and
will comply with any applicable laws to provide notices to or obtain permissions from any
such individuals to allow sharing of their personal information with Microscft for the purpose
of alfowing Microsoft or its agents to facilitate Customer’'s agreements and related services.

Customer consents to Microsoft's use of the contact information provided by Customer for
purposes of administering its agreements, the business relationship and related services and
with Microsoft's sharing of Customers information with Customers designated
representatives, resellers, distributors, and administrators for such purposes, including
allowing such individuals to update Customer's contact information on Customer's behalf.
The persanal information Customer provides in connection with this Agreement will be used
and protected according to the privacy statement available at
hitps:/fwww.microsoft.com/licensing/servicecenter to the maximum extent permitted by
applicable law. Product-specific privacy commitments are described in the Product Use
Rights.

Natural disaster. In the event of a “natural disaster,” Microsoft may provide additional
assistance or rights by posting them on http://www.microsoft.com at such time
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Copyright violation. Except as set forth in the section above entitled “Transferring and
reassigning Licenses”, the Enrolled Affiliate agrees to pay for, and comply with the terms of
this Agreement and the Product Use Rights, for the Products it uses. Except to the extent
Enrolled Affiliate is licensed under this Agreement, it will be responsible for its breach of this
contract and violation of Microsoft's copyright in the Products, including payment of License
fees specified in this Agreement for unlicensed use.

U.S. export jurisdiction. Products and Fixes are subject to U.S. export jurisdiction.
Customer and Microsoft will comply with all U.S. Export Administration Regulations and
International Traffic in Arms Regulation requirements as weli as all end-user, end-use, and
destination restrictions issued by the U.S. and other governments applicable to this
Agreement. For additional information, see http://www.microsoft com/exporting.

Additional renewal option when Transitioning from Enterprise Online Services fo
Enterprise Products. Noiwithstanding that each Enrollment form may indicate only an
option to renew for a 36-month period, if renewed at all, the following additional renewal
terms and conditions shall apply. Any Enrolled Affiliate pursuant to an Enterprise Agreement
hereunder (but not an Enterprise Subscription Enroliment)} that has, as of its expiration dafe,
Transitioned one or more Enterprise Products to Enterprise Online Services (and Bridge
Client Access Licenses, as applicable) may opt;onaﬂy"«%(,at Enroiled Affiliate’s option) be
renewed for a single 12-month period in lieu of the 3%—5130nth period provided by the
Enroliment’s Renewal clause, in order lo Transition back ail\Cicenses of its Enterprise Online
Services to Enterprise Products for which perpetual ffceuses*a e fssued in the most-current
version available as of the expiration of theﬁ12-m‘@nt@rene / r%lfq%ég\g both (1) ihe
payment of Soﬂwa{gg Assurance for the; regewa! penod Tin f“’%erpetua! hcenses
issued in older Hfons upon the ongmalxsﬂ'rans]tion) and (2) hezpurc e
ftware Assurancémpon the start of. the rénewalsperod ases of
Qualified %E) 4nd Q afified: Use ol ﬁhfc% erpett
Eg%@ ?Fo ct§ was|prévi _in acE%féiVa ( ¥conditions of
J these: ?%n(SJ of
SEnterp! "Q;;’O e Services.

;@gstAgreemen’t mclu@'mg“ 1 f

he ‘applicable;Enroliment- wﬁé ch em Trarj‘%éo
: e Agreement and
: ébf Perpetual Licenses under

meW :
f;%‘%sg
&

T

Q
Except as modified by this Sectron’g"f’é(%;g?%
Enrolfment which pen‘am to Renewa ; n‘r

“‘,x,, . yw
I it b =3 .

A Mfcrosoft become aware of any unlawful access to any’ ‘Gustomer Data stored on

Microsoft's equipment or in Microsoff's facilities, or unauthorized access to such
equipment or facilities resulting in loss, disclosure, or alteration of Customer Data (each a
*Security Incident”), Microsoft will: (1) notify Customer of the Securiy Incident
immediately following discovery; (2) investigate the Security Incident and provide
Customer with detailed information abouf the Security Incident; (3) take reasonable sfeps
to mitigate the effects and to minimize any damage resulting from the Security Incident;
and (4) provide reasonable cooperation and assistance fo Customer in fulfifling its
mitigation, investigation, and notification obligations under applicable law or regulation,
including assisting third parties retained by Customer for such purposes.

ii. Customer agrees that:

(A) An unsuccessful Security incident will not be subject to this Section. An unsuccessful
Security Incident is one that results in no unauthorized access to Customer Data or to
any of Microsoft's equipment or faciliies storing Cusfomer Dafa, and may include,
without fimitation, pings and other broadcast attacks on firewalls or edge servers, port
scans, unsuccessful log-on attempts, denial of service attacks, packet sniffing (or
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ofher unauthorized access to traffic data thaf does nof result in access beyond IP
addresses or headers) or similar incidents; and

(B) Microsoft's obligation to report ar respond to a Security Incident under this Section is
niof and will not be construed as an acknowledgement by Microsoft of any faulf or
liability with respect to the Security Incident.

iii. Notification(s) of Secunty Incidents, if any, will be delivered to one or more of Customer's
adrministrators by any means Microsoft selects, including via emall. it is Customer's sole
responsibility to ensure Customer's administrators maintain accurafe contact information
on the Online Services portal at all times.

s. Data Location. If an Enrolled Affiliate provisions its tenant in the Unifed Stafes, Microsoft will

provide Office 365 for Government Services from dala centers in the United States. In connection
with the Office 365 for Government Services, storage of the folfowing customer data at rest will be
located in data centers only in the United Stafes: (i} Exchange Online mailbox content (e-mail
body, calendar entries, and the content of e-mail attachments), and (i) SharePoint Onfine site
content and the fifes stored within that sife.

Permitted use of Customer Data for Office 365 Services. In providing Office 365 Services,
Microsoft shall use Customer Data onfy fo provide and mga;ntam the Onfine Service for the
customer. Office 365 Services shall not capture, maintain, -scan index, share or use Customer
Data stored or transmitted by the Online Service, or, otherw:se ﬁse ny data-mining technology,
for any non-authorized activity or non-government purpose ¥ Office 365 :Setvices shall not use
Customer Data stored or transmifted by the OntmewSerwo ) 7‘;:? ﬁ%smg or other

S n’t be logically
ifa, i °Mlcrosofts

separate from Mtcros@%&econsumer Online- Serwces Custo
SBIVices; and data created by or resuttrnﬁ““ jgel
or data-mining ivities of othe@siftch data ﬁgﬂf not be com

pproved by

Cug@tomerm ,ﬁ%‘“e_ &8 f““ R Ty 7 .&g”‘g
Customer Data retentton and: det%;éfonﬁypor?‘e “h oF Q f"jggi;z”bffice 365
Services Subscription’ e i %‘% %‘ & ‘

Upon expiration or termination of a chensg“t_"

Affiliate must tell Microsoft whether fo: e
(i) dfsaBIe ifs account and then delete its Customer Data { "Data Deletion”); or
7)) retain r?s Customer Data in a limited function account for’ at teast 80 days after exprrat:on

m"“*’fo“r termination of the License for such OntrnewSenﬂceQ éthe et'entfon Penod”) so that
T Enrolted Affiliate may extract its Cusfomer Daf’é o R

s,

if Enrolled Affiliate indicates Data Deletion, Enrolled Affmate w:ﬂ not be abte fo extract its
Customer Data, If Enroffed Affiliate indicates it wants a Retention Period, Enrolled Affiliate will be
able to extract its Customer Data through Microsoft's standard processes and fools, and Enrolled
Affiliate will reimburse Microsoft if there are any applicable costs. If Customer is unable to access
its Customer Data pursuant to the Microsoft-provided self-help procedures, standard protocols,
tools and access methods then, upon request Microsoft Customer Service will provide
commercially reasonable assistance lo Cuslomer to assist Customer in performing such
procedures to enable the Customer fo obtain for itself the Customer Data. Microsoft's Office 365
Service Description for Support provides no-cost support for IT professionals and Office 365
Administrators. If Enrolled Affiliate does nof indicate either Data Deletion or a Retention Period,
Microsoft will retain Enrolled Affiliate’s Customer Data in accordance with the Retention Period.

Following the expiration of the Retention Period, Microsoft will disable Enroiled Affifiate’s account
and then delete its Customer Data.

Enrolled Affiliate agrees that, other than as described above, Microsoff has no obligation to
continue to hold, export or return Enrolled Affiliate’s Cusfomer Data. Enroffed Affifiate agrees
Microsoft has no liability whatscever for deletion of Enrolled Affiliate’s Customer Data pursuant fo
these terms.
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At any time during an Enrolled Affiliate’s paid subscription term and for at least 90 days thereafter
{uniess Enrolled Affiliate elects Data Deletion, as described above), Microsoft will allow Customer
fo periodically extract its Customer Data through Microsoft's standard processes and tools at no
additional cost. The 90-day period during which data may be extracted shall also apply in the
event the applicable Onlfine Service is ferminated by Microsoft as set forth in Section 7(f), above.

For the purposes of clarity, this Section 16.u. applies to only the expiration or termination of Office
365 Services. Rights and obligations of the parties upon the expiration or termination of any
ofther Onfine Service may be set forth in the Product Use Rights or other documents incomporated
into this Agreement.

Force Majeure. Neither party shall be liable or deemed fo be in default for any Force Majeure
delay in performance occasioned by unforeseeable causes beyond the control and without the
fault or negligence of the parties, including, but not restricted to, acts of God or the public enemy
{other than a Securily Incident, as defined in Section 16(r)), fires, floods, epidemics, quarantine,
restrictions, strikes, freight embargoes, or unusually severe weather.

. 80-day Extension Period for Office 365 Services upon expiration of Enroliment term

Notwithstanding anything to the contrary in the Agreement or an Enrollment, and in lieu of the
separate terms for an Extended Term as set forth in Enterprise Enroliments and Enterprise
Subscription Enrollment, an Enrolled Affiliate for such Enroliment may notify Microsoft in writing,
no fewer than 30 days prior fo the expiration of the term’ of its Enrafiment that it wishes to extend
its subscription order(s) for Office 365 Services ferﬁan addtffo ‘dﬁyﬁ&teﬂn in order to have
additional time during which to extract its data.

-,?"
: mz‘;%\u
c”ut%n Amendment
b *arl,addrt:onaf

£

Following Mrcrosofts rpt of such nofice,, Mlcmsoft andx s@

8nding the term.of tiie Enrolimentiofia onestime:,
90 days (the (X er) (n),,sgo mumgqts»subscnptgon Gi ge:% OF
during suchxe 7 Ee@od; T %nr@ﬂhe AFIfates Brders '
Senviges s“will riot'be extendedifor Sngxten;é.r Perio

commence on tbe day foif%wmg*tbe emgratron A&'a of the

When requestmg an Extens;an Peno §u*nf {04 be ot ag ng?‘cond:mé% Enroﬂed Affiliate
must place an order with its Reseller (concune ifiﬁfts sﬁ” .ror‘i of the*gxtens:on Amendment
contemplated by the preceding paragraph) o egQO day purch se of its Office 365 Services!
The monthly.per-unit confidential net price fhéfaMlC!‘OSOﬁ will charge the Reseller for the Office
365 Services during the Extension Period will be the same price charged to the Reseller during

o - the anpual Enrollment | period which immediately preceded “the;,Extens:on Beriod. As an exception
e "“‘f precedmg sentence, if-an Enrolled Affiliate’ s%{ongmal SKU(S) for Office 365 Service(s)

w«‘”

%VW uired the additional purchase of certain active Software Assurance (“For SA SKLf(s)") .the

Reseller w:ﬂ instead-order the Full User Subscription L:cense(s) for, the appl:cabie Off‘be ‘365
Service(s), in lieu of the For SA SKU(s), and will pay the then-current Level D pricing for such fulf
License(s) (less any other discounts that the Enrofled Affiliafe may be entitled to, refative fo Level
D, pursuant fo other terms and conditions). The Reselfer will subsequently place its
corresponding order with Microsoft, and the Reselfer’s order must be received by Microsoft prior
to the expiration date in order to extend the Office 365 Services subscription. Enrolled Affiliafe’s
pricing and payment terms for this order wiil be defermined as set forth in Section 2(c), above.

x. NIST 800-53 Standard
Microsoft agrees that during the term of Enrolled Affiliate’s subscription for Office 365 for
Government, Microsoft wilf maintain compliance with the NIST Special Publication 800-53
Revision 3 Moderate-Impact System Baseline or ifs successor.

y. Washington data breach statute. Microsoft will comply with RCW 18.255.010(2) to the extent
required in its capacity as an IT. service provider. Microsoft asserts that RCW 19.255.010(1) is
inapplicable, to the extent that Microsoft neither owns nor licenses the Personal Information of
any third party, and does niot assert any ownership right in Customer Data.
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Micresoft | \/olume Licensing

Supplemental Contact Informatlon Form State and Local

This form applies to: Agreement
[ Enroliment/Affiliate Registration Form

Insert primary entity name if more than one Enrollment/Registration Form
is submitted

Contact information. Tt R

loWing. contact information
”é%eg ; esignate other

page(s) changes. The asterisks (%) indicate required, ﬂ%lds |fwtt1e £n"t1§
_pl: dmg contact

contact types the same required fields must be campleted for.. ea’%ﬁzgs;e
) use for purpose%&o@dmlmstenngt e-Enrollment. b

stégghls Enroliment”_The pe;sonal‘ ’fornlat i

usgd and "protected ﬁccordlng :to th

'~<

This contact receives all notices that are sent ff;omwr(flmw
individual.

Name of Entity* S . .
Contact.name™: . First " Last . . CoemeT T .

Contact emall* . “ ‘ S

Street address* , L A WP R
City* State* . Postal code* * - e - i
Country* - g

Phone* Fax

[] This contact is a third party (not the Entity). Warning: This contact receives personally identifiable
information of the Entity.

2. Software Assurance manager. !

This contact will receive online permissions to manage the Software Assurance benefits under the
Enrollment or Registration.

Name of Entity*

Contact name*: First Last
Contact email*

Street address*

City* State* Postal code*
Country*
Phane* Fax
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[[] This contact is a third party (not the Entity). Warning: This contact receives personally identifiable
information of the Entity.

3. Subscriptions manager.

This contact will assign MSDN, Expression, and TechNet Plus subscription licenses to the individual
subscribers under this Enrollment or Registration. Assignment of the subscription licenses is necessary
for access to any of the online benefits, such as subscription downloads. This contact will also manage
any complimentary or additional media purchases related to these subscriptions.

Name of Entity*

Contact name*: First Last

Contact email*

Street address*

City* State* Postal code*

Country”

Phone* Fax

[] This contact is a third party (not the Entity). Warning: This contact receives personally identifiable
information of the Entity. b,

4. Online Services manager. L

This contact will be provided onlme permissions to_ manage the OnI|
Enroliment or Registration. R

Name of Entity*
Contact name*: st
Contact email* .~

Street address* R
City* Wﬁjiate* - . Postal.code¥
Country* ) .

Phone Fax

information of the Enyty

\g\ -
»$_v g LT ..

N \W?\wvsre;b‘h—’{‘;v_‘:&&% - * o

5 customer Support Manager (CSM) a«s;_: S
Tmsgperson is designated as the Customer Support Manager (CSM) for suppor’t related actlwtles»

Name of Entity*
Contact name*: First Last

Contact email*

Street address*

City™ State* Postal code*
Country*
Phone* Fax

[ This contact is a third party (not the Entity). Warning: This contact receives personally identifiable
information of the Entity.

6. Primary contact information:

An individual from inside the organization must serve as the primary contact. This contact receives online
administrator permissions and may grant online access to others. This contact also receives all notices
unless Microsoft is provided written notice of a change.

Name of Entity* Department of Enterprise Services

Contact name*: First Mike Last Dombrowsky

SupContactinfoForm{US)SLG(ENGHOct2010) Page 2 of 3
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Contact email* mike.dombrowsky@des.wa.gov
Street address* 1500 Jefferson Street SE

City* Olympia State* WA Postal code* 98504
Country*: USA

Phone* (360) 407-8717 Fax

7. Notices contact and online administrator information:

This individual receives online administrator permissions and may grant online access to others. This
contact also receives all notices.

X Same as primary contact
Name of Entity*

Contact name*: First Last
Contact email*

Street address*

City* State™ Postal code”

Country*:

Phone* Fax

[] This contact is a third party (not the Entity). Warning: Th:s contaci recelves personally identifiable
information of the Entity.
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BE Microsoft Volume Licensing

Program Signature Form

MBA/MBSA number 000-dmills-s-1039

Agreement number | (3{ E{, 3 57'—'

Note: Enter the applicable active numbers associated with the documents below. Migrosoft requires the associated active
number be Indicated here, or listed below as new.

: © w&@,,_
urposes oféthssﬁ form

This signature form and all contract documents identified in the table below are entered into between the
Customer and the Microsoft Aﬂlllate srgnmg, as of the effective date |dent|f|ed below.

Contract Document

<Choose Agreemant-
<Choose Agreemant>
<Choose Agreement>
<Choose Agreement>

»%&{ (,g.., <

\\
Enterprise Agreement: i # o . CTM (NEW) %% 3
<Choase Enrollmenﬂﬂegﬁtf“‘”tlom T L. - ver
<Choose Enrollment/Registration> =~ oo | Tds ~ J e B
<Choose Enroliment/Registration> <7 §.uaw] % 0 %
<Choose Enrollmént/Registration> .- TEC i L se el .
<(Choose Enroliment/Registration> ) N RN s <

) 2o

abFREL T L e

oL
B S
ey £

By 5|gn|'ng below, Customer and the Microsoft Affiliate agree that both parties.{1) have received, ‘read and
understand “the above contract documents, including any websites or documents incorporated by
reference and any amendments and (2) agree to be bound by the terms of all such documents.

Customer

Name of Entity (must be legal entity name)* Department of Enterprise Services
Signature* &L,.\, "

Printed First and Last Name* Christine Wernod—

Printed Title* Chuef Procwcemeadt OCHR cer

Signature Date* —71 \q\ 3

Tax 1D
* indicates required fleld
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Mi(_:rosoft Affiliate

. .
Microsoft Licensing, GP £ by 2 ¥
Signature Microsoft }icensing, GE
7, - / /——l
Printed First and Last Name ’/J[TL ‘f 3 2013
Printed Title . .

B David Racis
Signature Date Duly Authorized on behalf of
{date Microsolt Affiliate countersigns) Microsoft Licensing, GP
Effective Date - [

(may be ditferent than Microsoft's signature date) 7 { Z(.ﬂ Z’O "g

Optional 2™ Customer signature or Qutsourcer signature (if applicable)

Name of Entity (must be Jegal entity name)* R

Signature* -
Printed First and Last Name* h
Printed Title* T
Signature Date*

a
2

“Tecates el o
indicates reeggﬁged fald

Name of Entity (must be legal entity name)* :
Signature* - .

Printed.First.and Last Name*

Printed Title*
éig’ngture Date*

* indicates required field

If Customer requires physical media, additional contacts, or is reporting multiple previous Enroliments,
include the appropriate form(s) with this signature form.

After this signature form is sighed by the Customer, send it and the Contract Documents to Customer's
channel partner or Microsoft account manager, who must submit them to the following address. When
the signature form is fully executed by Microsoft, Customer will receive a confirmation copy.

Microsoft Licensing, GP
Dept. 551, Volume Licensing
6100 Neil Road, Suite 210
Reno, Nevada 89511-1137
USA
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Prepared By: Bruce Valentin
bvalenti@compucom.com

@ [
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T
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