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SECTION 1
1 Introduction
Background
The Department of Information Services (DIS) provides telecommunications, computing and digital government services to more than 700 state agencies, boards and commissions, local governments, tribal organizations and qualifying non-profits.  DIS operates a secure, statewide standards-based telecommunications network providing reliable, economical voice, data and video communications.

DIS functions as a service provider of technology services to other government organizations (state agencies, boards, commissions, city governments, county governments, tribal organizations and qualifying non profits).  DIS needs to offer a Secure Email Gateway (SEG) solution as a component of an enterprise solution for email and archiving currently being implemented. This centrally managed shared email model is being adopted in accordance with the governor’s Shared IT services initiative, and is based on the requirements of the state’s current email improvements and improvements recommended by the Shared Services Email Governance group.

DIS is now soliciting Proposals from interested vendors to provide a market leader solution for secure email for state employees and others doing work on behalf of the State of Washington. The solution must support content-aware Data Loss Prevention (DLP) and allow users to send and receive secure email.  
DIS will offer the secure email service to Washington state agency staff and external parties doing business with the state of Washington).  Therefore, DIS intends to solicit qualified vendors to provide a solution that can easily be scaled and configured to meet agency-specific reporting needs. 

DIS will consider all solutions proposed by the Vendors in their Response, including solutions with no cost. 
Acquisition Authority
Chapter 43.105 of the Revised Code of Washington (RCW) as amended establishes the Washington State Information Services Board (ISB). While the ISB does not purchase for agencies, it regulates the manner in which state agencies may acquire information technology equipment, software, and services. DIS issues this Request for Proposal (RFP) acting under the delegated authority of the ISB.

Purpose

The Washington State Department of Information Services (DIS) intends to solicit qualified vendors to provide a comprehensive solution for secure email.  The solution will be used to send and receive secure email by Washington State employees and external secure email users (i.e., those not in the State of Washington Microsoft® Exchange farm), and to provide content-aware Data Loss Prevention (DLP). The functionality of secure messaging is to be provided as an online service where users enroll to a secure messaging platform and subsequently log into his/her account using a username and password (or strong authentication, similar to a web-based email account). Through this message center, messages must be able to be sent over different types of delivery including encryption and Transport Layer Security (TLS), protecting messages to any recipient. If the recipient is contacted, a message unlock code is needed to authenticate the recipient. Alternatively, secure messaging can be used out of any standard email program without installing software. Secure email has a content awareness feature to shape message delivery known as Data Loss or Leakage prevention (DLP).

DIS is seeking only solutions hosted by the vendor. Depictions of the technical infrastructure in which solution must operate and potential conceptual designs are included as Appendices H and I, respectively.  
The vendor awarded the resulting Contract shall, as will be further described in the Statement of Work that will be negotiated with the Apparently Successful Vendor, deliver the following Deliverables: 

1)  Configuration of the secure email solution integrated with the Microsoft® Exchange 2010 environment.
2)  Testing and Acceptance.
3)  Launch of the secure email solution. 

4)  Maintenance and support to commence after the expiration of the warranty period.

The vendor or vendors awarded this RFP will perform the services according to the statement of work which will be included in the Contract at Appendix B, and shall deliver the products and key Deliverables in the estimated timeframes established.
Contract Term

It is anticipated that the term of the resulting Contract will be three year commencing on the effective date of the Contract. DIS, at its sole discretion, may initiate extending the Contract for up to three additional one (1) year terms.
Definitions

 “Acceptable Alternative” shall mean a Vendor-proposed option that DIS considers satisfactory in meeting a Mandatory requirement. DIS, at its sole discretion, will determine if the proposed alternative meets the intent of the original Mandatory requirement.

“Acceptance Testing” shall mean the process for ascertaining that the Product meets the standards set forth in the section titled Technical Requirements, prior to Acceptance by DIS.

“Apparently Successful Vendor” (ASV) shall mean the Vendor(s) who: (1) meets all the requirements of this RFP, and (2) receives the highest number of total points. 
“Business Days” or “Business Hours” shall mean Monday through Friday, 8 AM to 5 PM, local time in Olympia, Washington, excluding Washington State holidays.

“Contract” or “Master Contract” shall mean the RFP, the Response, Contract document, all schedules and exhibits, and all amendments awarded pursuant to this RFP.

 “Delivery Date” shall mean the date by which the ordered Products must be delivered.

 “Desirable Scored” or “(DS)” shall mean the requirement is important but not mandatory, and the Response will be scored. 
“DIS” shall mean the Washington State Department of Information Services.

“Downtime” shall mean the time when the Solution and Hosted Services operations or functions are not available to users, in whole or in part, in accordance with applicable Specifications, measured on a monthly basis. Downtime shall begin when one of the three following events occurs, whichever is earliest: 1) DIS notifies Vendor of problem, 2) Vendor becomes aware of the problem, or 3) DIS notifies Vendor of a revised start to the Downtime as substantiated by a pattern of tickets submitted to the DIS Service Desk. Downtime continues until DIS determines the Solution and Hosted Services, in whole and in part, have been returned to Operational status in accordance with applicable Specifications.

“Equipment” shall mean the equipment needed for implementation of this RFP as set forth in this RFP titled Equipment.
“Incident” shall mean any event outside of the normal operation of the Solution which results in an interruption or degradation of the services provided by the Solution.

 “Installation Date” shall mean the date by which all Products ordered as a result of this RFP shall be in place, in good working order, and ready for Acceptance Testing.

“License” shall mean the right to use the Software. 
“Mandatory” or “(M)” shall mean the Vendor must comply with the requirement, and the Response will be evaluated on a pass/fail basis.

“Mandatory Scored” or “(MS)” shall mean the Vendor must comply with the requirement, and the Response will be scored.

“Personal Services” shall mean professional or technical expertise provided by a consultant to accomplish a specific study, project, task, or other work statement, pursuant to chapter 39.29 RCW.

“Products” shall mean all Software, Equipment, and/or Services needed for the successful implementation of a new Search tool as defined in this section.

“Purchased Services” shall mean those Services and activities provided by Vendor to accomplish routine, continuing, and necessary functions as set forth in the resulting Contract or a Statement of Work. Purchased Services shall include those Services specified as Purchased Services in RCW 43.105.020.

“Purchaser” shall mean the Department of Information Services.

 “RCW” means the Revised Code of Washington.

“Response” shall mean the written proposal submitted by Vendor to DIS in accordance with this RFP. The Response shall include all written material submitted by Vendor as of the date set forth in the RFP schedule or as further requested by DIS.

“Secure email” shall mean an online service for sending over different types of delivery to include Encryption and/or Transport Layer Security (TLS), protecting methods to any recipient. Secure email includes a content awareness feature to shape message delivery methods, known as Data Leakage or Loss Prevention (DLP).

“SLA” shall mean the negotiated Service Level Agreement associated with the proposed Solution.

 “Services” may include both Personal Services and Purchased Services and shall mean those Services provided by Vendor relating to the solicitation, deployment, development and/or implementation activities that are appropriate to the scope of this solicitation.

“Service Provider” shall mean a company, organization, or entity providing the Solution.

“Solution” shall mean the complete collection of all Software that is integrated and functioning together with the Data in accordance with the applicable Specifications and on the Vendor-provided Equipment and that is necessary to enable Vendor to provide the Hosted Services for Secure Email.

“Software” shall mean the object code version of computer programs Licensed pursuant to the Contract. Software also means the source code version, where provided by Vendor. Embedded code, firmware, internal code, microcode, and any other term referring to software residing in the Equipment that is necessary for the proper operation of the Equipment is not included in this definition of Software. Software includes all prior, current, and future versions of the Software and all maintenance updates and error corrections.

“State” shall mean the state of Washington.

“Statement of Work” (SOW) shall mean the statement of work included in, or attached to, the resulting Contract between Vendor and DIS for Vendor’s Software and/or Services to be accomplished under the terms and conditions of the resulting Contract.

“Subcontractor” shall mean one not in the employment of Vendor, who is performing all or part of the Software and/or Services under the resulting Contract under a separate contract with Vendor. The term “Subcontractor” means Subcontractor(s) of any tier.
“Vendor” shall mean a company, organization, or entity submitting a Response to this RFP.
Single Use

This RFP is being issued for Purchaser’s exclusive use. The results of this RFP may not be used to satisfy the competitive requirements of any other agency that may choose to purchase similar Products/Services directly from the Apparently Successful Vendor (ASV).

Single Award

Only one (1) ASV will be identified via this procurement. DIS intends to award only one (1) Contract.

Overview of Solicitation Process 
During Phase I, DIS will select semi-finalists based on the scoring criteria set forth in Section 7. During Phase II, those selected Vendor Semi-Finalists must enable the evaluating team to perform a demonstration as described in Section 4.  DIS will select from the semi-finalists an ASV based on the criteria set forth in Section 7, Evaluation Process.

Types and Components of Contract

DIS may award up to one contract to provide the Products/Services described in this RFP. Additional Products/Services that are appropriate to the scope of this RFP, as determined by DIS, may be added to the resulting Contract by a written amendment mutually agreed to and executed by both parties.

Statements of Work (SOW) 
Any services performed for a Purchaser under the resulting Contract shall be documented in a Statement of Work (“SOW”) established between the Purchaser and the Vendor. The SOW will reference the Contract by number, describe the scope of work to be performed, and provide the estimated total cost of the project.

Funding

Any contract awarded as a result of this procurement is contingent upon the availability of funding.

SECTION 2
2 SCHEDULE

This RFP is being issued under the following Schedule. The Response deadlines are mandatory and non-negotiable. Failure to meet any of the required deadlines will result in disqualification from participation. All times are local time, Olympia, WA.

DATE & TIME
EVENT

	August 29, 2011
	RFP Issued

	September 6, 2011
	Final Vendor Questions and Comments due at noon

	 September 8, 2011
	State’s Final Written Answers issued

	September 13, 2011
	Responses due at noon

	September  14, 2011
	Evaluation period begins

	September 26-28 2011
	Optional Phase 2 Product Demonstrations

	September 30, 2011
	Announcement of ASV

	October 3, 2011
	Vendor Request for Optional Debriefing due

	October 4, 2011
	Optional Vendor Debriefings

	October 12, 2011
	**Contract Effective and made available for purchases


DIS reserves the right to revise the above schedule.
SECTION 3

3 Administrative Requirements
COMPLIANCE WITH ALL SECTIONS OF SECTION 3 IS REQUIRED. FAILURE TO FOLLOW THESE ADMINISTRATIVE REQUIREMENTS MAY RESULT IN IMMEDIATE DISQUALIFICATION. 

RFP Coordinator (Proper Communication)
Upon release of this RFP, all Vendor communications concerning this solicitation must be directed to the RFP Coordinator or its designee listed below. With the exception of the Office of Minority and Women’s Business Enterprises, unauthorized contact regarding this solicitation with other state employees involved with the solicitation may result in disqualification. All oral communications will be considered unofficial and non-binding on the State. Vendors should rely only on written statements issued by the RFP Coordinator. 
Due to a pending move of the office, the contact information below will be updated around the week of July 25th via amendment to the RFP.
Rebekah O’Hara, RFP Coordinator

Washington State

Department of Information Services

1500 Jefferson Street SE

P.O. Box 42445

Olympia, Washington 98504-2445

Telephone:

(360) 407-8818
FAX Number:

(360) 586-5885

Email:


rebekaho@dis.wa.gov

Vendor Questions

Vendor questions regarding this RFP will be allowed until the date and time specified in the Schedule (Section 2). Vendor questions must be submitted in writing (e-mail acceptable) to the RFP Coordinator. An official written DIS response will be provided for Vendor questions received by this deadline. Written responses to Vendor questions will be posted on the DIS web site at: http://techmall.dis.wa.gov/procurement/procure1.aspx
If the Vendor anticipates a nondisclosure agreement (NDA) will be mandatory in order to complete the response, please contact the RFP Coordinator during the Question period. It is DIS preference that the Vendor provides a complete response without requiring an NDA. Exceptions to that will be allowed if the Vendor demonstrates how the specific information requested to be covered by the NDA is exempt from public disclosure under the Washington State Public Records Act. In no event will DIS sign a Vendor provided NDA. 
The Vendor that submitted the questions will not be identified. Verbal responses to questions will be considered unofficial and non-binding. Only written responses posted to the DIS web site will be considered official and binding.

Vendor Comments Invited

Vendors are encouraged to review the mandatory requirements of this RFP carefully, and submit any comments and recommendations to the RFP Coordinator. Where mandatory requirements appear to prohibit or restrict your firm’s participation, an explanation of the issue with suggested alternative language should be submitted in writing to the RFP Coordinator by the deadline for Vendor Questions, Comments, and Complaints in the Schedule (Section 2).

Vendor Complaints Regarding Requirements and Specifications

Vendors are expected to raise any questions, exceptions, or additions they have concerning the RFP requirements early in the RFP process. Vendors may submit specific complaints to the RFP Coordinator, if Vendor believes the RFP unduly constrains competition or contains inadequate or improper criteria. The complaint must be made in writing to the RFP Coordinator before the Response due date set forth in the Schedule (Section 2) but no event less than ten (10) Business Days prior to the Response due date set forth in the Schedule (Section 2). The solicitation process may continue.

DIS will perform the review of the Vendor complaint. DIS must immediately forward a copy of the complaint to the Management and Oversight of Strategic Technologies Division (MOSTD) of DIS.  DIS must also reply to the vendor with a proposed solution and advise MOSTD of its reply. 

If the vendor rejects DIS’ proposed solution, the Vendor must notify DIS in writing if they decide to appeal DIS’ decision. DIS must immediately forward a copy of the appeal MOSTD. MOSTD may direct modification of solicitation requirements or the schedule, direct withdrawal of the solicitation, or may take other steps that it finds appropriate. The MOSTD decision is final; no further administrative appeal is available.

Response Contents

The Response must contain information responding to all mandatory requirements in Sections 3 through 7, completed client references, and must include the signature of an authorized Vendor representative on all documents required in the appendices.

The Response should be submitted in two (2) volumes containing what is listed below. This separation of documentation protects the integrity of the State’s evaluation process. No mention of the cost response may be made in Volume 1.

Volume 1:

Vendor’s cover letter explicitly acknowledging receipt of all RFP revisions issued, if any

The Response to the Vendor requirements (Section 4)

The Response to the technical requirements (Section 5)

Volume 2:

The Responses to the financial requirements and Price List (Section 6)

The cost response in a completed Cost Model (Appendix E)

Vendor’s signed and completed Certifications and Assurances (Appendix A)

Vendor’s exceptions and/or proposed revisions to the Contract (Appendix B)

Vendor’s MWBE Certification (Appendix C), if applicable

Failure to provide any requested information in the prescribed format may result in disqualification of the Vendor.

(M) Number of Response Copies Required

DIS prefers the following number of Responses:

8  hard copies and 1 CDROM of Response Volume 1

2  hard copies and 1 CDROM of Response Volume 2

1 copy of manuals, brochures, or other printed materials, if submitted. 

If a vendor does not wish to provide the number of requested copies due to financial constraints, DIS will accept a single hard copy, and electronic copy on CD, of the vendor’s response.  Vendors will not be penalized for responding in this way.  

(M) Response Presentation and Format Requirements

The following requirements are mandatory in responding to this RFP. Failure to follow these requirements may result in Vendor disqualification.
The signature block in Appendix A, Certifications and Assurances, must be signed by a representative authorized to bind the company to the offer. 

Vendor must respond to each question/requirement contained in this procurement, including those listed in Sections 3, 4, 5 and 6 of this RFP, and complete the Cost Model/Price List. Failure to comply with any applicable item may result in the Response being disqualified.

Each of the RFP requirements are numbered and titled. In each requirement title is a designation indicating how the Response will be evaluated:

For Mandatory requirements (M), the Response must always indicate explicitly whether or not the Vendor’s proposed Products/Services meet the requirement.  A statement, “(Vendor Name) has read, understands, and fully complies with this requirement” is acceptable, along with any additional information requested.

For Mandatory Scored (MS) requirements, the Response must always indicate explicitly whether or not the Vendor's proposed Products/Services meet the requirement, and include the required documentation and/or description of how the proposed Vendor’s Products/Services will accomplish each requirement.

For Desirable Scored (DS) items, the vendor should indicate explicitly whether or not the Vendor’s proposed Products/Services meet the requirement, and include the requested documentation and/or description of how the proposed Vendor’s Products/Services will accomplish the desired item.

Responses must be prepared on standard 8.5 x 11-inch loose-leaf paper and placed in three-ring binders with tabs separating the major sections of the Response. Pages must be numbered consecutively within each section of the Response showing Response section number and page number.

Include Vendor name and the name, address, e-mail, facsimile and telephone number of the Vendor’s authorized representative at the beginning of each volume of the Response.

Figures and tables must be numbered and referenced in the text of the Response by that number. Foldouts containing charts, spreadsheets, and oversize exhibits are permissible.

Response prices must be submitted using both the Cost Models Appendix E and submission of a Price list. Separate price quotes attached to this document or submitted in some other form will not be accepted as a valid Response.

The Response, as well as any reference materials presented by Vendor, must be written in English and Vendor must provide all rates in United States dollars.

Multiple Responses 

Multiple Responses from a Vendor will be permissible; however, each Response must conform fully to the requirements for Response submission. Each such Response must be submitted separately and labeled as Response #1, Response #2, etc. on each page included in the Response.

Delivery of Responses

It is mandatory that Vendors submit all copies of their Responses by the date and time in Section 2, Schedule, to the RFP Coordinator at the address specified in RFP Coordinator.

Responses must be received at DIS by the date and time specified. Responses arriving after the deadline will be returned unopened to their senders. A postmark by that time is not acceptable. Responses sent by facsimile or e-mail will not be accepted. Vendors assume all responsibility for the method of delivery and for any delay in the delivery of their Response.

Cost of Response Preparation

DIS will not reimburse Vendors for any costs associated with preparing or presenting a Response to this RFP.

Response Property of DIS

All materials submitted in response to this solicitation become the property of DIS, unless received after the deadline in which case the Response is returned to the sender. DIS has the right to use any of the ideas presented in any material offered. Selection or rejection of a Response does not affect this right.

Proprietary or Confidential Information

Any information contained in the Response that is proprietary or confidential must be clearly designated. Marking of the entire Response or entire sections of the Response as proprietary or confidential will not be accepted nor honored. DIS will not accept Responses where pricing is marked proprietary or confidential, and the Response will be rejected.

To the extent consistent with chapter 42.56 RCW, the Public Disclosure Act, DIS shall maintain the confidentiality of Vendor’s information marked confidential or proprietary. If a request is made to view Vendor’s proprietary information, DIS will notify Vendor of the request and of the date that the records will be released to the requester unless Vendor obtains a court order enjoining that disclosure. If Vendor fails to obtain the court order enjoining disclosure, DIS will release the requested information on the date specified.

The State’s sole responsibility shall be limited to maintaining the above data in a secure area and to notify Vendor of any request(s) for disclosure for so long as DIS retains Vendor’s information in DIS records. Failure to so label such materials or failure to timely respond after notice of request for public disclosure has been given shall be deemed a waiver by Vendor of any claim that such materials are exempt from disclosure.

Waive Minor Administrative Irregularities

DIS reserves the right to waive minor administrative irregularities contained in any Response. Additionally, DIS reserves the right, at its sole option, to make corrections to Vendors’ Responses when an obvious arithmetical error has been made in the price quotation. Vendors will not be allowed to make changes to their quoted price after the Response submission deadline.

Errors in Response

Vendors are liable for all errors or omissions contained in their Responses. Vendors will not be allowed to alter Response documents after the deadline for Response submission. DIS is not liable for any errors in Responses. DIS reserves the right to contact Vendor for clarification of Response contents.

In those cases where it is unclear to what extent a requirement or price has been addressed, the evaluation team(s) may, at their discretion and acting through the RFP Coordinator, contact a Vendor to clarify specific points in the submitted Response. However, under no circumstances will the responding Vendor be allowed to make changes to the proposed items after the deadline stated for receipt of Responses.

Amendments/Addenda

DIS reserves the right to change the Schedule or other portions of this RFP at any time. DIS may correct errors in the solicitation document identified by DIS or a Vendor. Any changes or corrections will be by one or more written amendment(s), dated, and attached to or incorporated in and made a part of this solicitation document. All changes must be authorized and issued in writing by the RFP Coordinator. If there is any conflict between amendments, or between an amendment and the RFP, whichever document was issued last in time shall be controlling. In the event that it is necessary to revise or correct any portion of the RFP, a notice will be posted on the procurement web site at: http://techmall.dis.wa.gov/procurement/procure1.aspx
Right to Cancel
With respect to all or part of this RFP, DIS reserves the right to cancel or reissue at any time without obligation or liability.

Proposed Contract Requirements

A Contract based on the Model Information Technology Contract Terms and Conditions adopted by the ISB in December 2001 has been included as Appendix B.

To be responsive, Vendors must indicate a willingness to enter into a Contract substantially the same as the Contract in Appendix B, by signing the Certifications and Assurances located in Appendix A. Any specific areas of dispute with the attached terms and conditions must be identified in the Response and may, at the sole discretion of DIS, be grounds for disqualification from further consideration in the award of a Contract.

Under no circumstances is a Vendor to submit their own standard contract terms and conditions as a response to this solicitation. Instead, Vendor must review and identify the language in Appendix B that Vendor finds problematic, state the issue, and propose the language or contract modification Vendor is requesting. All of Vendor’s exceptions to the contract terms and conditions in Appendix B must be submitted within the Response, attached to Appendix A, Certification and Assurances. DIS expects the final Contract signed by the ASV to be substantially the same as the contract located in Appendix B.

The foregoing should not be interpreted to prohibit either party from proposing additional contract terms and conditions during negotiation of the final Contract.

The ASV will be expected to execute the Contract within ten (10) Business Days of its receipt of the final Contract. If the selected Vendor fails to sign the Contract within the allotted ten (10) days time frame, DIS may elect to cancel the award, and award the Contract to the next ranked Vendor, or cancel or reissue this solicitation. Vendor’s submission of a Response to this solicitation constitutes acceptance of these contract requirements.

Incorporation of Documents into Contract

This solicitation document and the Response will be incorporated into any resulting Contract.

No Best and Final Offer 

DIS reserves the right to make an award without further discussion of the Response submitted; i.e., there will be no best and final offer request. Therefore, the Response should be submitted on the most favorable terms that Vendor intends to offer. 

No Costs or Charges

No costs or charges under the proposed Contract may be incurred before the Contract is fully executed.

Minority and Women’s Business Enterprises (MWBE)

DIS strongly encourages participation of minority and women businesses. Vendors who are MWBE certified or intend on using MWBE certified Subcontractors are encouraged to identify the participating firm on Appendix C. No minimum level of MWBE participation is required as a condition of receiving an award and no preference will be included in the evaluation of Responses in accordance with chapter 39 RCW. For questions regarding the above, contact Office of MWBE at (360) 753-9693.

No Obligation to Contract/Buy

DIS reserves the right to refrain from Contracting with any and all Vendors. Neither the release of this solicitation document nor the execution of a resulting Contract obligates DIS to make any purchases.

Non-Endorsement and Publicity

In selecting a Vendor to supply Products  to the state of Washington, the State is neither endorsing Vendor’s Products, nor suggesting that they are the best or only solution to the State’s needs. By submitting a Response, Vendor agrees to make no reference to DIS or the state of Washington in any literature, promotional material, brochures, sales presentation or the like, regardless of method of distribution, without the prior review and express written consent of DIS.

Withdrawal of Response

Vendors may withdraw a Response that has been submitted at any time up to the Response due date and time (identified on the Schedule, Section 2). To accomplish Response withdrawal, a written request signed by an authorized representative of Vendor must be submitted to the RFP Coordinator. After withdrawing a previously submitted Response, Vendor may submit another Response at any time up to the Response submission deadline.

Optional Vendor Debriefing

Only Vendors who submit a Response may request an optional debriefing conference to discuss the evaluation of their Response. The requested debriefing conference must occur on or before the date specified in the Schedule (Section 2). The request must be in writing (fax or e-mail acceptable) addressed to the RFP Coordinator.

The optional debriefing will not include any comparison between the Response and any other Responses submitted. However, DIS will discuss the factors considered in the evaluation of the requesting the Response and address questions and concerns about Vendor’s performance with regard to the solicitation requirements.

Protest Procedures

Vendors who have submitted a Response to this solicitation and have had a debriefing conference may make protests. Upon completion of the debriefing conference, a Vendor is allowed five (5) Business Days to file a formal protest of the solicitation with the RFP Coordinator. Further information regarding the grounds for, filing and resolution of protests is contained in Appendix D, Protest Procedures.

Selection of Apparently Successful Vendor
Semi-finalists selected to participate in Phase 2 of this RFP shall be notified by email, mail or Fax when DIS has determined the Semi-Finalists. The date of the announcement of the Semi-Finalists shall be the date the announcement is postmarked or sent via email.

From the Semi-Finalists there will be one (1) ASV identified to be eligible to provide the Products/Services specified in this RFP. The ASV will be the respondent who: (1) meets all the requirements of this RFP; and (2) receives the highest number of total points as described in Section 7, Evaluation Process.

Electronic Availability

The contents of this RFP and any amendments/addenda and written answers to questions will be available on the DIS web site at: http://techmall.dis.wa.gov/procurement/procure1.aspx. The document(s) will be available in Microsoft Word.
SECTION 4

4 VENDOR REQUIREMENTS

Respond to the following requirements per the instructions in section 3. Additionally, please remember that for Mandatory (M) and Mandatory scored requirements (MS), always indicate explicitly whether or not its proposed Services meet the requirement.  A statement, “(Vendor Name) has read, understands, and fully complies with this requirement” is acceptable, along with any additional information requested.
 (M) Vendor Profile

Vendor must provide the legal business name, legal status (e.g., corporation, sole proprietor, etc.) and the year the entity was organized to do business as the entity now substantially exists, Washington State Uniform Business Identification (UBI) number, the home office address, and telephone and fax numbers, web site URL (if any), and organizational chart of the legal entity with whom DIS may execute any Contract arising from this RFP, including the names and titles of Vendor’s principal officers.

 (MS- 300 points) Vendor Organizational Capabilities

Vendor must provide a brief description of its entity (including business locations, size, areas of specialization and expertise, client base and any other pertinent information that would aid an evaluator in formulating a determination about the stability and strength of the entity), including the Vendor organization’s experience and history with Secure Email services. 
 (M) Vendor Account Manager
Vendor shall appoint an Account Manager who will provide oversight of Vendor contract activities. Vendor’s Account Manager will be the principal point of contact concerning Vendor’s performance under this Contract. Vendor shall notify the DIS Contract Administrator, in writing, when there is a new Vendor Account Manager assigned to this Contract. The Vendor Account Manager information is:

	Vendor Account Manager:

	Address:

	Phone:
	Fax:
	E-mail:


 (M) Software Ownership

Vendor’s Response must include a statement indicating whether the software or solution proposed is owned by Vendor or a third party. If the Vendor is not the owner of the software, Vendor must agree to the following (please indicate whether Vendor understands and agrees to each – failure to do so shall result in disqualification from bidding on this RFP):

Vendor must identify the software owner and provide contact information; and

Vendor must provide the software owner’s licensing terms; and

Vendor must provide DIS’ terms and conditions to software owner; and

Vendor must provide DIS a copy of the reseller agreement, or other indicia of authority between the software owner and the Vendor.

Vendor must provide DIS a statement from the Vendor software owner that states the Vendor will negotiate the EULA and associated terms with DIS to assure consistency in terms with the Model Contracts.
 (MS- 150 points) Client References
The Vendor must provide a minimum of two (2) commercial and/or government Customer References. Vendor must have provided Secure Email products and/or services to each Customer Reference within the last year. References must not be from a person, company or organization with any special interest, financial or otherwise, in the Vendor.

The Vendor must provide the following information for each Customer Reference:

1. Company Name

2. Company Address

3. Type of Business

4. Name of Contact

5. Title of Contact

6. Phone Number and email address of Contact

7. Description of Secure Email Products and/or Services provided
To meet this mandatory requirement, the Vendor must provide all of the information as requested.
DIS will contact the references you provide directly. DIS reserves the right to eliminate from further consideration in this RFP process any Vendor who, in the opinion of DIS, receives an unfavorable report from a Vendor-provided reference.  References will be asked questions as set forth in Appendix G.

DIS also reserves the right to contact other Vendor Purchasers for additional references. DIS reserves the right to be one of Vendor’s client references based on DIS’ prior experience with Vendor, and have DIS’ Client Reference Form evaluated.
In the event that one of the provided references is a member of the evaluation team, DIS will contact the Vendor for an alternate reference. The alternate reference shall be provided timely and must  be available during the evaluation period.
DIS will make one (1) attempt to contact the client and obtain a reference. DIS will leave voicemail and it is acceptable if a return call is received within the timeframe set forth in Schedule – Section 2.  If a contact cannot be made, the reference will be disallowed. It is the Vendor’s responsibility to provide DIS with references that will be timely and available during the evaluation period set forth in Schedule – Section 2.   DIS reserves the right to be one of Vendor’s client references based on DIS’ prior experience with Vendor, and have DIS’ Client Reference Form evaluated.  DIS may, at its discretion, contact other Vendor clients for references.

 (M) Vendor Licensed to do Business in Washington

Within thirty (30) days of being identified as the ASV, Vendor must be licensed to conduct business in Washington, including registering with the Washington State Department of Revenue. The Vendor must collect and report all applicable taxes.

 (M) Use of Subcontractors 

DIS will accept Responses that include third party involvement only if the Vendor submitting the Response agrees to take complete responsibility for all actions of such Subcontractors. Vendors must state whether Subcontractors are/are not being used, and if they are being used, Vendor must list them in response to this subsection.  Subcontractors must be used as proposed. DIS reserves the right to approve or reject any and all Subcontractors that Vendor proposes. Any Subcontractors engaged after award of the Contract must be pre-approved, in writing, by DIS. Please review the proposed contract in appendix B for the contractual obligations surrounding the use of Subcontractors after the award.
Specific restrictions apply to contracting with current or former state employees pursuant to chapter 42.52 RCW. Vendors should familiarize themselves with the requirements prior to submitting a Response.
 (M) Prior Contract Performance

Vendor must submit full details of all Terminations for Default for performance similar to the Products/Services requested by this RFP experienced by the Vendor in the past five (5) years, including the other party’s name, address and telephone number.

“Termination for Default” is defined as notice to Vendor to stop performance due to the Vendor’s non-performance or poor performance and the issue was either: (a) not litigated; or (b) litigated and such litigation determined the Vendor to be in default.

Vendor must describe the deficiencies in performance, and describe whether and how the deficiencies were remedied. Vendor must present any other information pertinent to its position on the matter.

DIS will evaluate the information and may, at its sole discretion, reject the Response if the information indicates that completion of a Contract resulting from this RFP may be jeopardized by selection of the Vendor.

If the Vendor has experienced no such Terminations for Default in the past five years, so declare.

 (M) Insurance 

The ASV is required to obtain insurance to protect the State should there be any claims, suits, actions, costs, or damages or expenses arising from any negligent or intentional act or omission of the Vendor or its Subcontractor(s), or their agents, while performing work under the terms of any Contract resulting from this solicitation. Vendors will find a complete description of the specific insurance requirements in the proposed contract terms in Appendix B, Proposed Contract.

PHASE 2- (MS- 350 points) Product Demonstration 
DIS at its sole discretion may elect to select one or more of the top scoring finalist(s), up to three (3), for product demonstrations as part of the evaluation process.  If DIS elects to hold demonstration(s), it will contact the one or more of the top scoring Vendors. In the event that DIS chooses to contact only the top scoring finalist for a product demonstration and that Vendor is not successful in the product evaluation process, DIS reserves the right to move to the next highest scored finalist.  
The Evaluation Team will use the Product Demonstration to evaluate how well the Round 1 written business and technical criteria are met by the proposed solution. The demonstration will consist of two scenarios: one to simulate the end-user experience and the other to demonstrate the technical functionality of the solution. The purpose of this demonstration is to evaluate ease of deployment, configuration, use and maintenance, and overall product functionality, capability and ease of use. 

Vendors are required to demonstrate each scenario.  The evaluation team has scheduled approximately three hours for each Vendor demonstration.  

SECTION 5

5 Business and Technical Requirements (1155 points)
Respond to the following requirements per the instructions in section 3. Additionally, please remember that for Mandatory (M) and Mandatory scored requirements (MS), always indicate explicitly whether or not its proposed Services meet the requirement.  A statement, “(Vendor Name) has read, understands, and fully complies with this requirement” is acceptable, along with any additional information requested. 
For Desirable Scored (DS) items, the vendor should indicate explicitly whether or not the Vendor’s proposed Products/Services meet the requirement, and include the requested documentation and/or description of how the proposed Vendor’s Products/Services will accomplish the desired item.

Accessibility

(DS – 10 points) Accessibility

Describe the Solution’s adherence to Section 508 and the W3C WCAG conformation levels which the Solution supports.
Web-based intranet and internet information and applications implemented by and for the State of Washington shall conform to State Guidelines – Accessibility to Information Technology for Individuals with Disabilities (available online: http://isb.wa.gov/policies/1000g.doc). The State guidelines are based on section 508 of the federal Rehabilitation Act Standards, as amended (29 U.S.C. 794d) (http://section508.gov) and the World Wide Web Consortium’s (W3C) Web Content Accessibility Guidelines (WCAG) (http://www.w3.org/TR/WCAG20/).
(M) Screen Reader Compatibility

The Solution must be compatible with screen reading technology.
(DS – 5 points) Screen Readers
List the screen readers which are compatible with the proposed Solution (e.g. JAWS, Window-Eyes, VoiceOver, COBRA, HAL).
(DS – 10 points) Assistive Technology Compatibility

Describe what assistive technologies are supported by the proposed Solution (e.g. screen reading, voice recognition, on-screen keyboards).
Architectural Integration

(M) Gateway Integration
The Solution must integrate with SMTP gateway IronPortTM ESA 670.
(M) Firewall Interoperability
The Solution must interoperate with industry standard firewall products.
(DS – 10 points) Firewall Interoperability Products

Identify if the Solution will interoperate with the firewall products from the following vendors: CheckpointTM, JuniperTM, CiscoTM.


 (DS – 10 points) Active Directory® Integration

Does the Solution have the ability to integrate with Enterprise Active Directory® Servers to determine users and build user, role, and business unit policies?

 (DS – 5 points) Digital Rights Management

Does the Solution have the ability to integrate with Digital Rights Management - Client & Server?

Architecture
(MS – 30 points) Conceptual Architecture
The preferred conceptual architecture for DLP and Secure email is included as Appendix I, depicting the architectural and environmental shared services email structure. State if the proposed Solution meets the preferred architecture. If it does not, specify any deviations from the preferred conceptual architecture.

(MS – 50 points) Architectural Overview

Provide an overview of the solution being proposed.  At a minimum, the overview should include the significant hardware and software environments. The design should show how the Solution solves DIS' need for an off-premise solution and need for encryption as depicted in Appendix I.  The Design should depict how email data is not stored on host devices but rather is encrypted and passed to intended recipient(s) 


(M) Disaster Recovery and Business Continuity Plan
The Service Provider must have a Disaster Recovery and Business Continuity (DR/BC) plan in place.

(MS – 20 points) Disaster Recovery and Business Continuity Plan Description

Describe the major portions of the DR/BC plan, including, but not limited to:

a) the command structure;
b) alternate sites and staffing;
c) communications;
d) data replication; and
e) testing and maintenance of the plan.
(DS – 10 points) DR/BC Recovery Time

Describe the recovery time objective for the DR/BC plan.

(DS – 15 points) DR/BC Data Loss

Describe any potential for data loss in the event of the execution of the DR/BC plan and the procedures for identification and notification of data lost in an incident,
(DS – 10 points) Fault Tolerance

Describe the Solution’s implementation of fault tolerance including whether it supports immediate recovery/failover after an incident.
Availability Management

(M) Service Level Agreement

The Vendor must submit a sample Service Level Agreement (SLA) specifying planned availability, standard planned outages, anticipated downtime, maintenance time, and remedies.. Submission of a response acknowledges that DIS may negotiate the terms of any submitted SLA.
(M) Service Level Uptime

The Solution must be available =>99.9%.

(DS – 10 points) Service Level Agreement Remedies

Specify the remedies for failure to meet objectives identified in the SLA.

(MS – 10 points) Preventative Maintenance Schedule

The Vendor must submit the yearly preventative maintenance schedule for the Solution, including Frequency (daily, weekly, monthly, quarterly, yearly, or other); Beginning Time (PST); and End Time (PST). 
(MS – 10 points) Prior Scheduled Maintenance and Unscheduled Downtime 

The Vendor must submit a report of the Solution's scheduled maintenance and unscheduled downtime for June 2010 through June 2011 including the activities and duration for each maintenance or downtime window. 
Certificate Processing Requirements

(M) Transition Issues

The Solution must be able to handle transition issues (e.g. a certificate expires while the message is in transit
Data Availability

(M) Public Disclosure Cooperation

 The Vendor and Service Provider must have procedures in place to cooperate with public disclosure requests if the need arises.

Data Management

(MS – 20 points) Data Storage
Describe the data storage architecture for the Solution. 
(MS – 20 points) Data Retention

Describe the data retention practices for the Solution and specifically address when data is stored and for how long the data is retained.
Decryption

(M) Decryption
The Solution must provide DIS the ability to decrypt messages received. 

(M) Key Availability
If administrative keys are used for the Solution, a procedure must be in place to ensure the availability of those keys to DIS. 
(MS – 15 points) Key Security

Specify the procedures that will be put in place to ensure that retrievable exact copies of administrative keys are available to DIS requested.


Data Loss/Leakage Prevention

(M) Data Loss Prevention (DLP)
The Solution must have the ability to prevent data loss (i.e., server-based scanning of email based on content, and server-based action to include denial, reroute, and/or encryption).

(M) Number Templates

The Solution must provide predefined number templates.
(MS – 10 points) Number Templates Scope

Specify the quantity and type of predefined number templates (e.g., Social Security and credit card numbers) which are provided with the Solution.

(M) Dictionaries and Lexicons

The Solution must have predefined dictionaries and lexicons. 
(MS – 10 points) Dictionaries and Lexicons Scope

Specify the predefined dictionaries and lexicons provided with the Solution (e.g., lists of racist or sexual terms; obscenities, or terminology specific to healthcare, social services, financial, or other high-risk areas).

(M) DLP Dictionary Customization

The Solution must provide the ability to customize and/or configure dictionaries.

(M) Pre-developed Policies

The Solution must provide pre-developed policies for DLP. 
(MS – 15 points) Pre-developed Policies Scope

Specify the quantity and types of pre-developed policies available with the Solution that meet compliance requirements for:  HIPAA; Gramm-Leach-Bliley Act (GLBA), and Basel II. 
(MS – 15 points) Pre-developed Policies Updates

Describe how policies are updated to meet changes in the regulatory environment (e.g., how policies are updated, the timeframe in which policies are updated).

(M) Quarantine

The Solution must have a quarantine that includes the ability to do detailed searches. 
(MS – 15 points) Quarantine Searches

List the searchable fields, search expressions, and criteria available for searching quarantines, including the use of wildcard operators and multiple fields.

(DS – 20points) Multiple Quarantine Queues

Does the Solution have the ability to create multiple quarantine queues?

(DS – 20 points) Deep Inspection of Attachments 

Does the Solution have the ability to "deep inspect" a large number of file types for content matches (e.g., .pdf; .docx; .txt; .html; .xlsx, etc.)? If yes, specify the number and types of files supported.

(DS – 10 points) Weightings
Does the Solution allow the ability to assign different weightings to specific words, "wild card" operators and case sensitivity/insensitivity indicators? If so, describe how the Solution can be customized and/or configured to assign different weightings.

(DS – 10 points) Number Templates

Does the Solution allow the ability to add custom number templates (e.g., customer/client IDs)?

(DS – 10 points) Smart Number Identifiers 

Does the Solution allow the ability to use "Smart" number identifiers (e.g., the ability to recognize that 999 99 9999 is not a valid Social Security number)?

(DS – 10 points) Registered Data Searches

Does the Solution allow the ability to search for registered data (e.g., database data) or specific files by name, hash marks, or watermarks, and to detect partial-file-content matches?

(DS – 5 points) Cases 

Does the Solution have a quarantine that includes the ability to collect reports into cases?

(DS – 5 points) Redaction

Does the Solution have a quarantine that includes the ability to redact and/or highlight sensitive information?

Encryption

(M) Key Management

The Solution must be supported by key management. The Vendor must identify the Solution’s established policies and procedures which address:

a) Storing keys, including how authorized users obtain access to keys
b) Dealing with compromised keys
c) Recovering keys that are lost or corrupted
d) Archiving keys
e) Destroying keys
f) Logging the auditing of key management-related activities

(M) Encryption Action Logs

Encryption actions must be included in logs such that administrators can identify which email was encrypted, and why.
(MS – 15 points) Encryption Action Logs Content
Describe the log content including what data fields are recorded.
(M) Encryption Levels and Key Strengths 

The Solution must support different encryption levels and key strengths for any data which is stored.
(DS – 5 points) Encryption Algorithms

Specify which algorithms the Solution supports.

(M) Mobile Device Support

The Solution must allow the ability to access encrypted email from mobile devices (e.g., BlackBerry®, ActiveSync® devices, iPhone®). 
(MS – 10 points) Mobile Device Support Scope

Specify which mobile devices are supported (e.g., BlackBerry®, ActiveSync® devices, iPhone®).









Export Compliance

(M) Export Compliance Control Law Compliance

The Solution must comply with all applicable export control laws.

Implementation Timeframe

(MS – 45 points) Implementation Timeframe

Specify the estimated time to complete implementation of the secure email and DLP Solution as described in the RFP.  List any factors which may impact the estimated time frames provided.

Incident Response

(M) Notification
The Solution must provide notification to DIS of unauthorized data access within one (1) Business Day. 

(M) Incident Response Information

5.1.1.1 (M) Please provide a copy of the applicable incident response and policies. 

5.1.1.2 (M) Please describe the Solution’s breach categorizations.

5.1.1.3 (M) Please describe Solution’s capture of breach information.

5.1.1.4 (M) Please describe the Solution’s written notice procedure of a breach and include time frames for said notification.

5.1.1.5 (M) Please describe any post breach security assessment and policies surrounding the requirement of a post breach security assessment.

5.1.1.6 (M) Please describe whether a customer has a right to perform on onsite security assessment. Please describe how the vendor manages a breach that does not trigger a statutory response, including the timeframe for response.

LDAP Requirements

(DS – 5 points) Active Directory ® Integration

Does the Solution have the ability to integrate with Active Directory® or sync directory on a scheduled basis, or do look-ups within a multi-domain forest in the sub-100-millisecond range? If yes, describe how LDAP calls are facilitated within the proposed solution.

Management Capabilities

(M) Web-based Management Console

The Solution must provide functionality for centralized web-based management console for reporting and configuration.

(M) Message-tracking Capability 

The Solution must provide functionality for native message-tracking capability.

(M) Processing Alerts

The Solution must provide inbound / outbound mail processing alerts for troubleshooting of shutdowns, and a queue release option.

(DS – 20 points) Domain-Specific Role-based Administration 

Does the Solution provide the ability for role-based administration for "sub-administrators" (e.g., administrators for a specific domain) to restrict access and visibility into system data and system changes (if applicable)? If yes, specify the scope of system access delegation (e.g., report availability, arbitration, quarantine management, end user management).

(DS – 15 points) Domain-Specific Role-based User Administration
Does the Solution provide the ability to delegate role-based user administration to Agency Administrator by domain? If yes, specify the methods supported (e.g., LDAP query, domain-based, security group, etc.)

(DS – 15 points) Scope-based Role-based User Administration

Does the Solution provide the ability to delegate role-based user administration by scope? If yes, Specify the methods supported (e.g., LDAP query, domain-based, security group, etc.)

(DS – 5 points) Administrator Dashboard 

Does the Solution provide the ability for administrators to access a graphical and table-based dashboard with click-through, drill-down detail (using percentage-based metrics, not definitive totals)? If yes, describe the user interface of the administrator's console/dashboard (e.g., fields, destination controls, queues, etc.), and the updated frequency of results displayed.

(DS – 5 points) Help Function 

Does the Solution provide a task-based help function with recommendation settings for mail configuration options?

(DS – 5 points) Mobile Device Access to Management Interface

Does the Solution provide the ability for mobile devices to access critical portions of the management interface? If yes, specify what types of mobile devices are supported.

Policy Interface

(M) Disposition Actions

The Solution must have pre-defined disposition actions and provide the ability to create new disposition actions. 
(MS – 15 points) Disposition Actions Scope

List the pre-defined disposition actions available with the Solution.

(DS – 10 points) Boolean Operators
Does the Solution provide the ability to combine multiple Boolean operators and regular expressions into policies?

(DS – 10 points) Policy Implementation Timeframes

Specify what the typical timeframe for policy implementation is for the proposed Solution.

(DS – 5 points) Printable Policy Summary

Does the Solution provide the ability to print an easy-to-read policy summary for audit purposes?

(DS – 5 points) Reusable Policy Objects

Are reusable policy objects separate, referenced databases, files, or subroutines so that they can be reused in multiple policies, but centrally updated?

Reporting Capabilities

(MS – 25 points) Activity Reports

Specify what reports of secure email activity are available, for which user groups, and the granularity of filter and search criteria available.

Secure Email



(M) TLS Connections

The Solution must provide the ability to establish TLS connections.

(M) Certificate Encryption

The Solution must provide the ability to support certificate encryption.

(MS – 45 points) Internal Users 

The Solution must provide the ability for internal  users (users with accounts in the Enterprise Active Directory) to send and receive secure email. Specify how internal users are given permission to send secure email (e.g., account creation through EAD, plug in to Microsoft® Outlook® client, etc.)

(MS – 45 points) External Users

The Solution must provide the ability for external users (i.e., users not in EAD) to send and receive secure email. Describe the manner in which external users will obtain permissions to send secure email (e.g., account creation, webform, etc.), and describe the licensing metric and fees associated with external users. If any additional terms apply, please provide those.

(DS – 10 points) Time Limits
Does the Solution provide the ability for a sender to specify a time limit for recipient to access a secure email?

(DS – 10 points) Forwarding Restrictions
Does the Solution provide the ability to prevent the forwarding of secure email?

Security

(M) Data Storage

The Service Provider must maintain compliance with the Security Standards (available online: http://isb.wa.gov/policies/401S.doc): Storage of Category 3 and Above Information. 
(M) Placement of Data Compliance
The Service Provider must maintain compliance with the Security Standards (available online: http://isb.wa.gov/policies/401S.doc):  Placement of Data. 
(MS – 20 points) Placement of Data 

Describe where and how will data be placed to prevent unauthorized access from the Internet and ensure appropriate segmentation.
(M) Unique User Identifiers

The Solution must provide the ability to identify users with a unique identifier, for their individual use only.

(M) Session Locking

The Solution must provide the ability to lock users out for a minimum of 15 minutes, after five failed login attempts in a 15 minute period.

(M) Session Termination

The Solution must provide the ability to terminate an electronic session after a predetermined time of inactivity.

(M) Data Protection

The Solution must provide the ability to protect data from improper alteration or destruction. 
(MS – 10 points) Data Protection Scope

Describe the electronic mechanisms available to corroborate that the State's data has not been altered or destroyed in an unauthorized manner.

(M) Staff Training
The Service Provider shall provide security orientation, awareness training, and supervision of employees and monitor contractors who have access to the Solution. 
(M) Staff Conduct 

The Service Provider  agrees also to ensure that appropriate staff conduct is achieved and maintained related to security matters and to impose appropriate sanctions for security violations.

(M) Alternation of Access to Data

The Service Provider must ensure the access rights of users to information and information processing facilities are removed or adjusted upon suspected compromise, termination of employment or contract, or change in employment or contract status. This includes, but is not limited, to a procedure for the timely removal of system access for employees when duties change or upon termination of employment. 
(M) Alternation of Access to Data

Specify the process by which the State will be notified of suspected compromise and the process by which the suspected compromise will be resolved.

(M) Provisioning Access

The Service Provider must implement policies and procedures for granting access to the State's data, for example, through a workstation, transaction, program, process, or other mechanism. Based on these policies, the Service Provider must also implement policies and procedures to establish, document, review and modify a user's right of access to a workstation, transaction, program or progress.

(M) Vendor’s Security Official 

The Service Provider must identify the security official who is responsible for the development and implementation of the security requirements stated.

(M) Workforce Access

The Service Provider must implement procedures to determine that the access of a workforce member to electronic protected health information is appropriate.

(M) System Access Detection

The Solution must provide the ability to proactively detect system access exploitation including privileged user access and intrusion, and data input validation. 

(M) Risk Assessment

The Service Provider must conduct an accurate and thorough assessment of the potential risks and vulnerabilities to the confidentiality, integrity, and availability of electronic protected health information.

(M) System Vulnerabilities

The Service Provider must: (1) Establish a process to identify newly discovered security vulnerabilities such as subscribing to alert services freely available on the Internet.
(2) Use processes that manage the installation and modification of system configuration settings.(3) Harden systems before deployment using hardening standards that meet or exceed current best practices and manufacturer recommendations at the time of system deployment and throughout the lifecycle. 
(DS – 10 points) System Vulnerabilities Scope

Describe the process used to identify vulnerabilities and remedy newly discovered vulnerabilities.

(M) Protection from Malicious Software

The Service Provider must protect the Solution's environment in which data exists from malicious software by implementing detection, prevention, and recovery controls to protect against malicious code.

 (M) Operating System Access

The Service Provider must ensure that access to operating systems is controlled by a secure log-on procedure.

(M) Application Security

The Service Provider must specify security controls to ensure appropriate access and security controls; audit trails; and logs for data entry and data processing; and to ensure appropriate data protection. 
(M) Application Security Scope

Specify what controls are in place, including, but not limited to, procedures for monitoring log-in attempts and reporting discrepancies.

(M) Personnel Security

The Service Provider must specify its procedures for the authorization and/or supervision of workforce members who work with electronic protected health information or in locations where it might be accessed.

(M) Notification of Upgrades / Modifications

The Service Provider shall provide notification to DIS of any significant IT infrastructure upgrade or modification. Examples of a significant infrastructure upgrade or modification include but are not limited to: the addition of a new sub-network, DMZ or security perimeter device; upgrade to firewalls, switches or routers.

Security: External Authentication

(M) Password Expiration

The Solution must provide the ability to restrict password expiration period. The current ISB security requirement is password expiration no longer than 13 months.

(M) Protection of UserID/Password

UserID/Password combinations must be protected. 
(DS – 10 points) UserID/Password Protection
Describe the technical methods or possible procedural methods of protecting the UserID/Password combinations.
(M) Password Re-Use

Individuals must be prohibited from submitting a new password that is the same as any of the last four passwords used by the individual. 
(DS – 10 points) Password Re-Use Methods

Describe the technical methods or possible procedural methods of preventing password re-use.

(M) Multi-factor Authentication

Describe what multi-factor authentication is supported by the Solution. Compliance may be demonstrated by mapping comparable Vendor controls to this functionality, and by adding supplemental controls that close the gap between the two, as determined by the State. 
Note: A response which does not specify the features, functionalities, and/or available options will be considered an inadequate response.

(M) Passwords for External Authentication
The Solution must provide the ability to support external authentication. 

(MS – 30 points) Password Components
Describe the most stringent password capabilities for external authentication supported by the Solution out-of-the-box, and the most stringent password capabilities possible with customization (include cost/benefit analysis for any required customization). 
Specify if the most stringent password capabilities supported does or can meet or exceed the below rules a, b, c, and d; and the technical methods or possible procedural methods of enforcing the rules. 
Compliance may be demonstrated by mapping comparable Service Provider controls to these rules and by adding supplemental controls that close the gap between the two, as determined by the State.

a) Be a minimum of 10 characters long and contain at least three of the following character classes: uppercase letters, lowercase letters, numerals, special characters.

b) Not contain the user’s name, UserID or any form of their full name 

c) Not consist of a single complete dictionary word, but can include a passphrase.

d) Be significantly different from the previous four passwords. Passwords that increment (Password1, Password2, Password3 ...) are not considered significantly different.

Note: A response which does not specify the most stringent features, functionalities, and/or available options will be considered an inadequate response.

Security: Monitoring, Logging and Auditing

(M) Audit Controls

The Solution must implement Audit Controls.
(DS – 10 points) Audit Control Event Logging

Describe the hardware, software, and/or procedural mechanisms that record and examine activity in the Solution. 
(DS – 5 points) Audit Control Event Logging
Specify what events are logged and what content is included with each audited event. 
(DS – 5 points) Audit Control Time Stamp
The log must include a time stamp, and must include logs of the use of advanced privileges. 
(DS – 5 points) Audit Control Sample
The Vendor must submit a sample audit log with their response.

(M) Logging Strategy

The Vendor must develop and document a logging strategy.  At a minimum the logging strategy must address the following:

(1) The log records including events, exceptions and user activities necessary to reconstruct unauthorized activities.

(2) Procedures for periodic review and analysis of recorded logs.  

(3) Retention periods for logs.
Compliance is required by the Security Standards (available online: http://isb.wa.gov/policies/401S.doc): Logging Policy
(M) Logging Strategy

Describe the logging strategy.
(M) Access to Logs
The Service Provider will provide system and security logs in the event that they are needed for troubleshooting or forensic purposes.
(MS – 15 points) Access to Logs

Describe what procedures are in place for reviewing logs and responding to log data.
Security: Network

(M) Segmentation

The Service Provider must securely segment Internet-available systems from internal networks.

(MS – 15 points) Network Security Best Practices

The Service Provider must follow industry best practices for network security. Identify any/all of the below protections the Service Provider has in place, or is willing to have in place by checking the box below.  If the “Other” box is checked, you must provide a description in detail of the best practice referenced. 
To be responsive to this question, at least one box must be checked:

· Disable unnecessary functionality such as scripts, drivers, features, subsystems, file systems and services.

· Harden devices based on industry best practice such as NIST, SANS, and Vendor configuration standards.

· Change default or initial passwords upon installation.

· Disabling remote communications to systems related to State data.

· Use authentication processes and mechanisms for device administration.

· Encrypt non-console administrative access using technologies such as Secure Shell (SSH), Virtual Private Network (VPN), or Secure Sockets Layer (SSL)/Transport Layer Security (TLS) or Web-based management and other non-console administrative access.

· Other:__________________________________________________
Security: Physical Safeguards

(M) Preventing Unauthorized Physical Access

The Service Provider must have in place policies and procedures to safeguard the Solution's facility from unauthorized physical access, tampering, and theft. 
(M) Preventing Unauthorized Physical Access

The Service Provider must implement procedures to control and validate a person's access to facilities based on their role or function, including visitor control, and control of access to software programs for testing and revision. 
(M) Preventing Unauthorized Physical Access

The Service Provider must maintain documentation related to repairs and modifications to the physical security of a facility which are related to security. 
(DS – 15 points) Preventing Unauthorized Physical Access

Describe the physical controls, policies, and procedures currently in place.

(M) Workstations

The Service Provider must implement policies and procedures that specify the proper functions to be performed, the manner in which those functions are to be performed, and the physical attributes of the surroundings of a specific workstation or class of workstations that can access the State's data. This includes implementing physical safeguards for all workstations that access the State's data, to restrict access to unauthorized users.

(M) Media Reuse

The Service Provider must ensure removal of electronic protected health information from electronic media before media are made available for reuse.

(M) Data Movement

The Service Provider must maintain a record of the movements of hardware and electronic media and any person responsible therefore.

(M) Equipment Movement

The Service Provider must create a retrievable, exact copy of electronic protected health information, when needed, before movement of equipment.

User Interface

(M) Password Reset

The Solution must provide the ability for the secure email user to reset their password.

(M) Web Client Interface
The solution must provide the ability to send and receive secure email through web clients. The Solution must maintain compatibility with current release-1 of major web browsers to include: Safari®, Chrome TM, Internet Explorer®, Firefox® (within 6 months of release).

(M) Headers

The Solution must provide the ability to send secure email from desktop client using a designated header. (i.e. standard text in subject)


(DS – 15 points) End User Interface

Describe the end user interface and intended user experience.

(DS – 5 points) Methods of Sending and Receiving Mail

Does the Solution provide the ability to send and receive secure email without browser plug ins or client software?

(DS – 10 points) Disposition Notification 

Does the Solution provide the ability for system-generated notification to arbitrator of email disposition? If yes, specify the types of notifications and delivery options supported.

(DS – 5 points) Alert Configuration 

Does the Solution support the ability to configure user content management alerts?




Additional Requirements

(M) Licensing Model
Describe in detail the licensing models available, and what licensing model is proposed in the Vendor’s response. 
(M) Licensing Agreement
Provide a copy of the license agreements. Submission of a response acknowledges that DIS may negotiate the terms of any submitted license agreement as may be needed. 

(M) Performance Based Contracting

Please describe Vendor’s ability to enter into a performance based contract.
(DS – 10 points) Performance Based Contracting

Describe the approach the Vendor would use to delineate milestones, performance measures and expectations for the performance based contract. 

(M) Data 

5.1.1.7 (M) Please provide the Service Provider’s standard policy on data ownership. 

5.1.1.8 (M) Please provide the Service Provider’s standard policy for data removal and retrieval.  

5.1.1.9 (M) Please describe how the Service Provider’s solution assures data is interoperable across proprietary platforms

5.1.1.10 (M) Please describe what assistance is available from the Service Provider to move data to new platform or services provided by a different vendor. .

5.1.1.11 (M) Please provide the location of data, and state whether data stays in the contiguous 48 states as applicable with an auditable guarantee.

5.1.1.12 (M) Please state whether the environment is multi-tenancy or not.

5.1.1.13 (M) Please state the Service Provider’s willingness to enter into agency data sharing agreements as may be required under law, policy or regulation. 

(M) Audit 

5.1.1.14 (M) The Vendor shall provide a copy of the Service Provider’s SAS-70 audit with the response, and a copy of their SSAE No. 16 audit SOC 1, SOC 2, and SOC 3 reports annually thereafter.

5.1.1.15 (M) DIS may request an annual audit of implemented security safeguards identified by DIS.

 (MS 200) Initial Implementation Services

Please provide a sample Statement of Work addressing initial implementation service, including detailed information about the Vendor’s tasks or deliverables necessary to complete the Requirements for an initial implementation. All deliverables are subject to Acceptance Criteria that will be set forth in the contract. A Statement of Work incorporating Vendor’s responses will be included in the subsequently awarded contract.
SECTION 6

6 Financial Proposal

Respond to the following requirements per the instructions in section 3.

Overview

DIS seeks to acquire the Products/Services that best meet the State’s needs at the lowest cost and best value.

Contract prices must include all cost components needed for the provisioning of the Products/Services as described in Section 5, Technical Specifications. All costs associated with the Products/Services must be incorporated into the price of the Response to the RFP. Any Products/Services offered by the Vendor or its Subcontractor(s) that does not have a corresponding separate price will have no separate additional cost to DIS when acquired by DIS.

Financial Grounds for Disqualification

Failure to identify all costs in a manner consistent with the instructions in this RFP is sufficient grounds for disqualification.

Taxes

Vendor must collect and report all applicable state taxes as set forth in Vendor Licensed to do Business in Washington. Vendor must not include taxes on the Price List or in the Cost Model form.

(M) Price List 

Vendor must provide a Price List as an attachment to its Response. Such list shall include the prices for all Products/Services necessary to meet the RFP's minimum mandatory requirements. Vendor’s Price List may include any additional products, software, and services appropriate to the scope of this RFP.

All terms on the price list must be compatible with the terms of the RFP and subsequent Contract.

All prices provided in the Appendix E Cost Model must be consistent with and cross-reference the Price List.

(M) Presentation of All Cost Components
All elements of recurring and non-recurring costs must be identified and included in the Price List and Cost Model. This must include, but is not limited to, all administrative fees, maintenance, manuals, documentation, shipping charges, labor, travel, training, consultation services, wiring and supplies needed for the installation, equipment, warranty work and maintenance of the Products/Services. 

Miscellaneous Expenses 
Expenses related to day-to-day performance under any Contract, including but not limited to, travel, lodging, meals, incidentals will not be reimbursed to the Vendor. Hourly rates proposed by Vendor must include these costs.

 (M) Price Protection

For the entire term(s) of the Contract, the Vendor must guarantee to provide the Products/Services at the proposed rates. Products/Services rates cannot increase during any term of the Contract.

 (M) Price Decrease Guarantee

The ASV, at its discretion, may elect to provide Products/Services specified in this RFP at a lower price than originally quoted at any time during the term of the Contract. If the Manufacturer’s suggested retail price decreases at any time during the term of the Contract, Vendor must pass on the decrease for all subsequent purchases. The decrease must be proportionate to the percentage decrease of the Manufacturer’s suggested retail price.

 (M) Costs Not Specified

Where there is no charge or rate for Products/Services enter N/C (no charge) or zero (0) on the Price List or Cost Model, as applicable. If the Vendor fails to provide a price, the State will assume the item is free. If the Vendor states “no charge” for an item in the model, the State will receive that item free for the period represented in the model.

(M) Cost Model

The Cost Model form contained in Appendix E must be completed using the pricing from Vendor’s proposed Price List included in its Response. Vendor must include in the Cost Model all cost components needed for the provisioning of the Products/Services as described in Sections 4 and 5.

Based on the information provided in Vendor’s response, DIS will add to the cost model estimated costs for additional software or equipment, if applicable.  The estimated costs will become part of the Cost Model for evaluation purposes and will be scored.  Cost estimates will be based on prices available on the date of evaluation.  
Do not include taxes in the Cost Model form.  Vendor must collect and report all applicable state taxes. 
All costs necessary to meet all mandatory and desired specifications identified in the Business and Technical Requirements Section 5 must be included. Cost must include all software, software as a service, hosting fees, or combination thereof, and Related Purchased Services necessary for full functionality.
Include all the assumptions set forth in the Cost Model form when preparing your Response. 
(MS 400) Completion of Cost Model 

The Vendor must follow the instructions set forth below to complete the Cost Model, which will be the basis for evaluation of the Financial Response as specified in Section 7, Financial Proposal Evaluation. Use the forms in Appendix E, Cost Model, to itemize the costs associated with your proposed Products/Services. All prices appearing in the Cost Model must also be included in Vendor’s Price List.  

SECTION 7

7 EVALUATION PROCESS

Overview
The Vendor who meets all of the RFP requirements and receives the highest number of total points as described below in the Section, Vendor Total Score, will be declared the ASV and enter into contract negotiations with DIS.

Administrative Screening
Responses will be reviewed initially by the RFP Coordinator to determine on a pass/fail basis compliance with administrative requirements as specified in Section 3, Administrative Requirements. Evaluation teams will only evaluate Responses meeting all administrative requirements.

Mandatory Requirements 

Responses meeting all of the administrative requirements will then be reviewed on a pass/fail basis to determine if the Response meets the Mandatory requirements (see Sections 4, 5, & 6). Only Responses meeting all Mandatory requirements will be further evaluated.

The State reserves the right to determine at its sole discretion whether Vendor’s response to a Mandatory requirement is sufficient to pass. If, however, all responding Vendors fail to meet any single Mandatory item, DIS reserves the following options: (1) cancel the procurement, or (2) revise or delete the Mandatory item.

Evaluation Process
There will be two parts to the evaluation process. During Round 1, responses will be reviewed initially by the RFP Coordinator to determine on a pass/fail basis compliance with the Administrative Screening Section except for Client References, which will be reviewed separately. The Technical and Financial Evaluation Teams will further evaluate only Responses meeting all RFP requirements. Round II product demonstrations will only be offered to one or more of the top scoring Vendors. 
Qualitative Review and Scoring
Only Responses that pass the administrative screening and Mandatory requirements review will be evaluated and scored based on responses to the scored requirements in the RFP. Responses receiving a “0” on any Mandatory Scored (MS) element(s) will be disqualified.

Evaluation points will be assigned based on the effectiveness of the Response to each requirement. A scale of representing the total number of points available per scored item will be used. For example, if a scored element is worth 10 points, a scale such as the one set forth below will be used:
	0
	Unsatisfactory
	Feature or capability is non-responsive or wholly inadequate.

	1-2
	Below Average
	Feature or capability is substandard to that which is average or expected as the norm.

	3-5
	Average
	The baseline score for each item, with adjustments based on the technical evaluation team’s reading of the Response.

	5-8
	Above Average
	Feature or capability is better than that which is average or expected as the norm.

	8-10
	Exceptional
	Feature or capability is clearly superior to that which is average or expected as the norm.


Vendor Requirements Score 
The RFP Coordinator will calculate the scores for each scored item in Section 4. The total scores of all the Vendor Requirements will be summed together and an average point score will be calculated as set forth below. This will be used in the calculation of Vendor’s total score, as set forth in, Vendor Total Score.
	Sum of Evaluators’ Vendor Requirements Scores

            = Vendor’s Avg. Vendor Score
Number of Evaluators


	Vendor’s Avg. Score




               x 300 = Requirements Score
Highest Avg. Requirements Score


Client Reference Score 

The RFP Coordinator will calculate the scores for each Client Reference Form, Appendix G. The total scores of all of the Vendor’s Client References will be summed together and an average point score will be calculated as set forth below. This will be used in the calculation of Vendor’s total score, as set forth in, Vendor Total Score.

	References Total Scores





           =  Vendor’s Avg. Score
Number of Vendor’s References


	Vendor’s Avg. Score





        x 150 = Reference Score
Highest Avg. Reference Score


Business and Technical Requirements Evaluation
Each scored element in the Technical Requirements section of the Response will be given a score by each technical evaluation team evaluator. Then, the scores will be totaled and an average score for each Vendor will be calculated as set forth below. This will be used in the calculation of Vendor’s total score, as set forth in Vendor Total Score.

	Sum of Evaluators’ Business & Technical Requirements Scores
=  Vendor’s Avg. Tech Score

Number of Evaluators


	Vendor’s Avg. Business & Technical Requirements Score
         x 955 = Business & Tech Score
Highest Avg. Technical Requirements Score


Initial Implementation Services Score
The Initial Implementation Services section of the Response will be given a score by each technical evaluation team evaluator. Then, the scores will be totaled and an average score for each Vendor will be calculated as set forth below. This will be used in the calculation of Vendor’s total score, as set forth in Vendor Total Score.

	Sum of Evaluators’ Initial Implementation Services Score

=  Vendor’s Avg. Tech Score

Number of Evaluators


	Vendor’s Avg. Business & Technical Requirements Score
x 200 = Initial Implementation Score
Highest Avg. Technical Requirements Score


Round II Product Demonstration Evaluation (If Applicable)
DIS may, after evaluating the written proposals, elect to schedule product demonstrations of the top scoring finalists. The RFP Coordinator will notify finalists of the date, time of the demonstration evaluation. Final points for the demonstration will be calculated by an average of the individual scores as set forth below.

	Sum of Evaluators’ Phase II Scores



            = Vendor’s Avg. Phase II Score

Number of Evaluators


	Vendor’s Avg. Phase II Score 



                 X  350   =    Round II Score
Highest Avg. Phase II Score


Financial Proposal Evaluation

The RFP Coordinator will calculate the financial score for the Financial Proposal section of the Response using the total implementation price for Vendor’s Cost Models.
	Lowest Total Proposal




x 400 = Financial Score Cost Model 

Vendor’s Total Proposal


Allocation of Points

The scores for Response will be assigned a relative importance for each scored section. The relative importance for each section is as follows:

	PHASE I

Vendor Requirements 
Client References
Business & Technical Requirements

Initial Implementation Services

Financial Proposal
	 300  points

 150  points

955 points
 200  points

 400  points



	Phase I Subtotal
	2,005 points

	PHASE II

Product Demonstration
	350  points


	Total
	2,355 points


Vendor Total Score

Vendors will be ranked using the Vendor’s Total Score for its Response, with the highest score ranked first and the next highest score ranked second, and so forth. Vendor’s Total Score will be calculated as follows:

	Total Score = (Client Reference Score) +(Vendor Requirements) +(Business & Technical Requirements Score) + (Initial Implementation Services Score) + (Financial Score) + (Demonstration Score)


Selection of Apparently Successful Vendor

The Vendor with the highest Vendor Total Score will be declared the ASV. DIS will enter into contract negotiations with the ASV. Should contract negotiations fail to be completed within ten calendar days after initiation, DIS may immediately cease contract negotiations and declare the Vendor with the second highest score as the new ASV and enter into contract negotiations with that Vendor. This process will continue until the Contracts are signed or no qualified Vendors remain.
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APPENDIX A

CERTIFICATIONS AND ASSURANCES
Secure Email Issued by the State of Washington

We make the following certifications and assurances as a required element of the Response, to which it is attached, affirming the truthfulness of the facts declared here and acknowledging that the continuing compliance with these statements and all requirements of the RFP are conditions precedent to the award or continuation of the resulting Contract.

The prices in this Response have been arrived at independently, without, for the purpose of restricting competition, any consultation, communication, or agreement with any other offeror or competitor relating to (i) those prices, (ii) the intention to submit an offer, or (iii) the methods or factors used to calculate the prices offered. The prices in this Response have not been and will not be knowingly disclosed by the offeror, directly or indirectly, to any other offeror or competitor before Contract award unless otherwise required by law. No attempt has been made or will be made by the offeror to induce any other concern to submit or not to submit an offer for the purpose of restricting competition. However, we may freely join with other persons or organizations for the purpose of presenting a single proposal or bid.

The attached Response is a firm offer for a period of 120 days following the Response Due Date specified in the RFP, and it may be accepted by DIS without further negotiation (except where obviously required by lack of certainty in key terms) at any time within the 120-day period. In the case of protest, your Response will remain valid for 180 days or until the protest is resolved, whichever is later.

In preparing this Response, we have not been assisted by any current or former employee of the state of Washington whose duties relate (or did relate) to the State's solicitation, or prospective Contract, and who was assisting in other than his or her official, public capacity. Neither does such a person nor any member of his or her immediate family have any financial interest in the outcome of this Response. (Any exceptions to these assurances are described in full detail on a separate page and attached to this document.)

We understand that the State will not reimburse us for any costs incurred in the preparation of this Response. All Responses become the property of the State, and we claim no proprietary right to the ideas, writings, items or samples unless so stated in the Response. Submission of the attached Response constitutes an acceptance of the evaluation criteria and an agreement to abide by the procedures and all other administrative requirements described in the solicitation document.

We understand that any Contract awarded, as a result of this Response will incorporate all the solicitation requirements. Submission of a Response and execution of this Certifications and Assurances document certify our willingness to comply with the Contract terms and conditions appearing in Appendix B, or substantially similar terms, if selected as a contractor. It is further understood that our standard contract will not be considered as a replacement for the terms and conditions appearing in Appendix B of this solicitation.

We (circle one) are / are not submitting proposed Contract exceptions (see Subsection Contract Requirements).

	
	
	

	Vendor Signature
	
	Vendor Company Name

	
	
	

	Title
	
	Date


APPENDIX B

PROPOSED CONTRACT
Terms and Conditions

For

Secure Email
Products/Services
Posted separately on the DIS Web site at: http://techmall.dis.wa.gov/procurement/procure1.aspx 
APPENDIX C

MWBE Participation Form tc "Appendix C:  MWBE Participation Form \l 5 \n
Minority and Women's Business Enterprises (MWBE)

Participation Form
MWBE participation is defined as: Certified MBEs and WBEs bidding as prime contractor, or prime contractor firms subcontracting with certified MWBEs.  For questions regarding the above, contact Office of MWBE, (360) 753-9693.  

In accordance with WAC 326-30-046, DIS goals for acquisitions have been established as follows:  12% MBE or WBE.

	MBE FIRM NAME
	*MBE CERTIFICATION NO.
	PARTICIPATION %

	
	
	

	
	
	

	
	
	

	
	
	

	WBE FIRM NAME
	*WBE CERTIFICATION NO.
	PARTICIPATION %

	
	
	

	
	
	


*Certification number issued by the Washington State Office of Minority and Women's Business Enterprises.

Name of Vendor completing this Certification: ______________________________________________

APPENDIX D
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A.
Procedures

These protest and appeal procedures are available only to Vendors who submitted a Response to this solicitation and have received a debriefing conference. 

Protests are made:

To DIS after DIS has announced the ASV. Vendor protests shall be received, in writing, by DIS within five (5) Business Days after the Vendor debriefing conference and must, in turn, immediately notify MOSTD of receipt of the protest. 

Appeals of the DIS protest decision are made:

To the ISB, only after protesting first to DIS and DIS resolution is not satisfactory to the protesting Vendor. Appeals to the ISB shall be made within five (5) Business Days after the Vendor has received of the DIS decision.

B.
Grounds for protest are:

1.
Arithmetic errors were made in computing the score;

2.
The agency failed to follow procedures established in this solicitation document, the ISB Information Technology Investment Policy or Information Technology Investment Standards, or applicable state or federal laws or regulations; or

3.
There was bias, discrimination, or conflict of interest on the part of an evaluator.

Protests not based on these criteria will not be considered.

C.
Format and Content

Vendors making a protest shall include in their written protest to DIS all facts and arguments upon which the Vendor relies. Vendors shall, at a minimum, provide:

1. A protest letter signed by a person authorized to bind the vendor to a contractual relationship.

2. Information about the protesting Vendor; name of firm, mailing address, phone number, and name of individual responsible for submission of the protest;

3. Information about the acquisition, and acquisition method;

4. A specific and complete statement of the DIS action(s) being protested;

5. A specific reference to the grounds for the protest; and

6. A description of the relief or corrective action requested.

7. For appeals to the ISB, a copy of the DIS written decision on the protest.

D.
DIS Review Process

Upon receipt of a Vendor's protest, DIS will postpone signing a Contract with the ASV until the Vendor protest has been resolved.

DIS will perform an objective review of the protest, by individuals not involved in the acquisition process being protested. The review shall be based on the written protest material submitted by the Vendor and all other relevant facts known to DIS.

DIS will render a written decision to the Vendor within five (5) Business Days after receipt of the Vendor protest, unless more time is needed. The protesting Vendor shall be notified if additional time is necessary.

E.
DIS Determination

The DIS determination shall:

1.
Find the protest lacking in merit and uphold DIS’ action;

2.
Find only technical or harmless errors in the agency’s acquisition process conduct, determine the agency to be in substantial compliance, and reject the protest;

3.
Find merit in the protest and provide the agency with options that may include:

a) Correct errors and reevaluate all proposals; or
b) Reissue the solicitation document; or

c) Make other findings and determine other courses of action as appropriate.

4.
Not require the agency to award the Contract to the protesting party or any other Vendor, regardless of the outcome.

F.
ISB Review Process

Appeal of the DIS decision to the ISB may be made after DIS issues its determination as set forth above. Appeal of the DIS decision shall be made by letter to the Chair of the ISB, and shall include a copy of the DIS written decision on the protest. The letter must be received within five (5) Business Days after Vendor received notification of the DIS protest decision in order to be considered. The Chair of the ISB may establish procedures to resolve the protest. The resulting ISB decision is final, with no further administrative appeal available. 

The process described herein is located in the ISB IT Investment Standards at the following URL: http://isb.wa.gov/policies/portfolio/201S.doc  
APPENDIX E
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DESCRIPTION: 

The intent of this worksheet is to enable DIS to know the full five-year costs of implementing a complete solution consistent with all Mandatory, Mandatory Scored, and Desired items located in this RFP.  Where the Response does not provide a particular service or needed element of the solution, space is provided below to identify what additional service elements DIS must account for.
Based on the information provided in Vendor’s response, DIS will add to the cost model estimated costs for any additional equipment or software required by DIS for implementation of the solution, if applicable.  The estimated costs will become part of the Cost Model for evaluation purposes and will be scored.  Cost estimates will be based on prices available on the date of evaluation.
Separate Cost Models must be submitted for if the vendor is proposing more than one approach to providing hosted DLP and secure email. 
If you are offering a free solution, please indicate that as well. Please only itemize costs located on the submitted Price List per Section 6. 
ASSUMPTIONS: Please use the following assumptions when completing the Cost Models. 
A. Number of Internal Users for Secure Email
It is assumed that up to 65,000 mailboxes will need access to send and/or receive encrypted email. Provide license cost information in increments of 5,000 users. 
B. Number of Internal Users for Data Loss Prevention
It is assumed that all 65,000 mailboxes will need DLP.
C. Number of External Users for Secure Email 
It assumed that approximately 6,000 external users will need to receive encrypted email; and an additional 6,000 external users will need to send and receive encrypted email. Provide license cost information in increments of 1,000 users.

1. (MS 400) COST MODELS
A. (MS) Please provide a statement of the general cost model approach for the solution proposed.  For example, provide information on how the proposed solution is configured (software as a service fees, sub-contracts etc.). Specify variables which may impact pricing (e.g., license model, database, sizing, etc.). 
B. (MS) Please check which of the following solutions best describes the Vendor’s proposed approach, check all that apply.

	
	Software as a Service
	

	
	Hosted by Vendor 

	
	Free Software Service/Tool

	
	Other, please describe.


C. (MS) Please check which of the following license model applies to the Vendor’s approach for secure email.

	
	Enterprise license (i.e., no per-user fee)
	

	
	Individual user license, based on actual use (specify metric)
	

	
	Individual user license, based on potential usage (specify metric)

	
	Free Software Service/Tool

	
	Other, please describe.


D. (MS) Please complete the following cost model. Where an item included in the submitted price list is included, specify the SKU as included in the submitted price list. If discounts are identified, specify if these discounts are granted in perpetuity.
	
	Total Cost of Ownership Worksheet
	

	Specified Costs
	Year 1
	Year 2
	Year 3
	Year 4
	Year 5

	Hardware (Servers, Appliances, etc.)
	 $            -   
	 $        -   
	 $        -   
	 $        -   
	 $        -   

	Storage 
	 $            -   
	 $        -   
	 $        -   
	 $        -   
	 $        -   

	Networks
	 $            -   
	 $        -   
	 $        -   
	 $        -   
	 $        -   

	Software
	 $            -   
	 $        -   
	 $        -   
	 $        -   
	 $        -   

	Data Loss Prevention
	 $            -   
	 $            -   
	 $            -   
	 $           -   
	 $            -   

	Secure Email: Internal Users
	 $            -   
	 $            -   
	 $            -   
	 $           -   
	 $            -   

	Secure Email: External Users (with receive capability only)
	 $            -   
	 $            -   
	 $            -   
	 $           -   
	 $            -   

	Secure Email: External Users (send and receive)
	 $            -   
	 $            -   
	 $            -   
	 $           -   
	 $            -   

	Implementation 
	 $            -   
	 $        -   
	 $        -   
	 $        -   
	 $        -   

	Configuration
	 $            -   
	 $        -   
	 $        -   
	 $        -   
	 $        -   

	Maintenance and Support (Major releases, patches etc.)
	 $            -   
	 $        -   
	 $        -   
	 $        -   
	 $        -   

	Other costs, (please specify)
	 $            -   
	 $        -   
	 $        -   
	 $        -   
	 $        -   

	Other costs, (please specify)
	 $            -   
	 $        -   
	 $        -   
	 $        -   
	 $        -   

	Other costs, (please specify)
	 $            -   
	 $        -   
	 $        -   
	 $        -   
	 $        -   

	Total
	Yr 1   
	Yr 2
	Yr 3
	Yr 4
	Yr 5

	Total for 5 years
	
	
	
	
	


D. (MS) Requirements Not Provided by Vendor
Please describe the requirements or components of the delivery method for which DIS will be responsible, with sufficient detail to allow for DIS to determine an estimated cost.
To be completed by DIS



     DIS IMPLEMENTATION COSTS (IF REQUIRED)

	IMPLEMENTATION FEES FOR THE SPECIFICATIONS PROVIDED BY VENDOR
	ESTIMATED COST

	Additional equipment or software required for implementation of the proposed solution
	$

	Hosting Fees
	$

	Other 
	$

	Additional Expenses
	$


	TOTAL COST:
	$
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The list below is provided in order to assist Vendors in assembling a compliant Response – it is neither authoritative nor exhaustive and Vendors are advised to carefully read and respond to the entire RFP. 
In order to be considered responsive, Vendors must include, at a minimum, the following components in their RFP Response. Failure to include or properly document any of the following requirements may be grounds for disqualification.

General:

Vendor must properly respond to each question/requirement contained in Sections 4, 5, & 6 as per Sections 3.6 Response Contents, 3.7 Number of Response Copies Required, and 3.8 Response Presentation, and Format.

PHASE I

Four copies of Volume 1:

(
The Response to the Vendor requirements (Section 4)
(
The Response to Section5 requirements (Section 5)

(
Vendor’s signed and completed Certifications and Assurances (Appendix A)

(
Vendor’s exceptions and/or proposed revisions to the Contract (Appendix B)

(
Vendor’s MWBE Certification (Appendix C), if applicable

One copy of Volume 2:

Vendor’s Response to the financial requirements (Section 6)

Vendor’s completed Cost Proposal Form (Appendix E)

A Few Critical Things to Keep in Mind

When Responding to an RFP for the Department of Information Services

This document is explanatory only and has no consequence on the processes stated in any particular procurement. 

1.
_______
Read the entire document. Note critical items such as: mandatory requirements; supplies/services required; submittal dates; number of copies required for submittal; funding amount and source; contract requirements (i.e., contract performance security, insurance requirements, performance and/or reporting requirements, etc.).

2.
_______
Note the procurement officer's name, address, phone numbers and e-mail address.  This is the only person you are allowed to communicate with regarding the RFP and is an excellent source of information for any questions you may have.

3.
_______
Take advantage of the “question and answer” period. Submit your questions to the RFP Coordinator by the due date listed in the Schedule of Events and view the answers given in the formal “addenda” issued for the RFP. All addenda issued for an RFP are posted on the State’s website and will include all questions asked and answered concerning the RFP.

4.
_______
Follow the format required in the RFP when preparing your response. Provide point-by-point responses to all sections in a clear and concise manner. Make sure to address each subpart.
5.
_______
Provide complete answers/descriptions. Read and answer all questions and requirements. Don’t assume the State or evaluator/evaluation committee will know what your company capabilities are or what items/services you can provide, even if you have previously contracted with the State. The proposals are evaluated based solely on the information and materials provided in your response.

6.
_______
Check the State’s website for RFP addenda. Before submitting your response, check the State’s website at http://techmall.dis.wa.gov/Procurement/procure_announce.aspx  to see whether any addenda were issued for the RFP.
7.
_______
Review and read the RFP document again to make sure that you have addressed all requirements and have followed all of the instructions. Once you have done that, read the RFx document again. 

8.
_______
Submit your response on time. Note all the dates and times listed in the Schedule of Events and within the document, and be sure to submit all required items on time. Late proposal responses are never accepted.

9.        ______  
Address each mandatory/mandatory scored item.  Any time you see an “M” or “MS”- make sure to respond, even in the financial sections. For Mandatory items, A statement, “(Vendor Name) has read, understands, and fully complies with this requirement” is acceptable.
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Client Reference Form

Name of Vendor for whom reference is given:  __________________________________________
Your organization’s business name: ___________________________________________________
Your name and title: _______________________________________________________________

Telephone number: ___________________   e mail address: _______________________________

· Describe the type of  Secure Email Solution  implemented at your organization: _______________________________________________________________________________

_______________________________________________________________________________

· Give a short description of the maintenance or other service for the Secure Email Solution your organization has received from the Vendor:

_________________________________________________________________________________

_________________________________________________________________________________

PLEASE RATE THE FOLLOWING ITEMS (circle one):
	Unsatisfactory
	Below Average
	Average
	Above Average
	Exceptional


1. Communications with Vendor 
0                 1, 2,             3, 4, 5
6, 7, 8,          9, 10
Comments: ________________________________________________________________________
2. Completion of contractual requirements:
0                 1, 2,             3, 4, 5
6, 7, 8,          9, 10
Comments: ________________________________________________________________________
3. Problem resolution and responsiveness of support organization:

0                 1, 2,             3, 4, 5
6, 7, 8,          9, 10
Comments: ________________________________________________________________________
4. Solution effectiveness and reliability:

0                 1, 2,             3, 4, 5
6, 7, 8,          9, 10
Comments: ________________________________________________________________________

5. Quality of integration within your infrastructure and architecture:

0                 1, 2,             3, 4, 5           6, 7, 8,          9, 10
Comments: ________________________________________________________________________

PLEASE RATE THE FOLLOWING ITEMS (circle one):
	Unsatisfactory
	Below Average
	Average
	Above Average
	Exceptional


6. Quality of maintenance provided:
0                 1, 2,             3, 4, 5
6, 7, 8,          9, 10
Comments: ________________________________________________________________________

7. Support provided for acceptance testing and system installation / configuration:

0                 1, 2,             3, 4, 5
6, 7, 8,          9, 10
Comments: ________________________________________________________________________
8. Competence of professional services staff:
0                 1, 2,             3, 4, 5
6, 7, 8,          9, 10
Comments: ________________________________________________________________________
9. Management of system upgrades and installation: 0                 1, 2,             3, 4, 5
6, 7, 8,          9, 10
Comments: ________________________________________________________________________
10. Overall satisfaction with Vendor: 
0                 1, 2,             3, 4, 5
6, 7, 8,          9, 10
Comments: ________________________________________________________________________

Any other information that you would like to share about the Vendor:

_________________________________________________________________________________

_________________________________________________________________________________

_________________________________________________________________________________

Thank you for your time and cooperation.
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DESCRIPTION OF TECHNICAL ENVIRONMENT

1. Current Environment
The Department of Information Services (DIS) currently provides hosting services to a number of Washington State agencies, boards, and commissions. The structure of services provided varies depending on the needs of our customer agencies. General information about the Enterprise Active Directory® (EAD) and Microsoft® Exchange Environment includes the following:

1. Microsoft® Exchange Active Directory® for the state of Washington consists of a single Active Directory® Forest.

2. Root Active Directory® and Exchange domains are managed by DIS.

3. We operate in mixed-mode Exchange 2003 / Exchange 2010

4. Desktop clients are Microsoft® Outlook® 2007 SP 2.

5. Enterprise Administrator, Schema Administrator and Exchange Full Administrator for the Exchange organization are held by DIS.

6. Bridgehead Domain Controllers are connected to Root Exchange Domain via IPSEC.

7. Most Exchange servers are connected to Root Exchange Domain via IPSEC.

8. DIS utilizes a Hub and Spoke Replication and Routing Model for Exchange 2003; and single org for Exchange 2010.

9. Administration is currently distributed to individual agencies in Exchange 2003. For Exchange 2010, server management is centralized; and a delegation model is in development.

10. All agencies manage their own mailboxes.

11. Network speeds between sites vary from fractional T-1 to 1 GB.

12. Many agencies support firewalls between their network and the DIS hosted environment.

13. Hierarchies:
a. Hosted Exchange – Agency Active Directory®
i. Agency has a dedicated domain for their Active Directory® Objects.

ii. Agency has domain administration rights on their domain.

iii. Agency Exchange environment is hosted under another domain on the Enterprise Active Directory® Forest in which they do not have domain administrator rights.

iv. Agency administrators are able to create, delete, and manage mailboxes.

v. Agency administrators have “View Only” Exchange rights and no local administrative rights on the Exchange environment.

b. Agency Exchange and Active Directory®
i. Agency has a dedicated domain and an Exchange Administrative Group in the same domain.

ii. Agency has Exchange Full Administrative Rights and Domain Administration rights for their domain and Exchange environment.

iii. DIS does not host email services for this agency.
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 Inbound Mailflow

1. External user connects via web interface to ASV and creates message.

2. ASV connects via TLS to IronPort Perimeter Gateway scanning devices.

3. IronPort Hands message off to Microsoft Exchange environment.

4. At 30+ days message will move into long term storage Symantec Enterprise Vault Solution.
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Outbound Mailflow

Example 1 - Non DLP

1. User creates message and adds additional header (i.e. Subject: Encrypt)

2. Message routes through Microsoft Exchange system and hands message off to IronPort Perimeter Gateway.

3. IronPort creates a TLS connection to the ASV for message encryption.

4. Message is encrypted via header by ASV.

5a. Encrypted message is pushed to recipient,

5b. Message key is generated and stored is ASV hosted keys, waiting for retrieval.

6a. Recipient receives message within environment web, mobile, client.

6b. Recipient is a first time user, steps through registration process also occurs.

7. Recipient authenticates, gets message key.

8. Recipient opens encrypted message.

Outbound Mailflow

Example 1 - Non DLP

1. User creates message with content that would be picked up by ASV DLP engines

2. Message routes through Microsoft Exchange system and hands message off to IronPort Perimeter Gateway.

3. IronPort creates a TLS connection to the ASV for message encryption.

4. Message is encrypted via DLP dictionaries and engines hosted by ASV.

5a. Encrypted message is pushed to recipient,

5b. Message key is generated and stored is ASV hosted keys, waiting for retrieval.

6a. Recipient receives message within environment web, mobile, client.

6b. Recipient is a first time user, steps through registration process also occurs.

7. Recipient authenticates, gets message key.

8. Recipient opens encrypted message.
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Partner to Partner Mailflow

1. User logs directly into the ASV via web console, if first time user steps through registration process.

2 Message is encrypted by ASV.

5a. Encrypted message is pushed to recipient.

5b. Message key is generated and stored is ASV hosted keys, waiting for retrieval.

6a. Recipient receives message within environment web, mobile, client.

6b. Recipient is a first time user, steps through registration process also occurs.

7. Recipient authenticates, gets message key.

8. Recipient opens encrypted message.
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