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Section 1 – RFI Purpose
The purpose of this Request for Information (RFI) is to solicit feedback from the vendor community regarding available Active Directory management tools.  Vendor responses to this RFI will be used by the Department of Social and Health Services (DSHS) to support the Active Directory Process and Data Improvement Project feasibility study.  The feasibility study is intended to recommend a suitable solution to meet DSHS requirements for an Active Directory management tool.  Vendor responses to this RFI will also be used to ensure future Requests for Proposals (if any) in this area reflect general tool capabilities available on the market.

Section 2 – Business Background

The State of Washington Enterprise Active Directory (EAD) Forest was created to share information technology resources (i.e. databases, applications, file servers, printers, and network connections for desktop computers and laptops) among agencies and departments across the State Governmental Network (SGN).  Participants join a common effort to volunteer resources, share those resources, create effective single solutions to common problems and take advantage of the economies of scale.

With the adoption of the Identity Management User Authentication Standards by the Information Services Board in July 2008, Enterprise Active Directory was designated as the standard user authentication solution for state agencies to provide single sign-on for employee’s access to applications and IT assets within the State Governmental Network (SGN).  With the adoption of this standard the number of DSHS applications using Active Directory to authenticate users will increase, as will the reliance on the population of timely and accurate data in Active Directory.

When a new employee starts working for the department, a new Active Directory account needs to be set up for the employee.  When there is a change in an employee’s circumstances, the employee’s Active Directory account may need to be updated.  When an employee leaves DSHS their Active Directory account needs to be disabled and their access to resources on the network need to be removed.  

For the 18,000+ employees in DSHS, the primary source of employee information is either someone in human resources (local or headquarters) or the employee’s supervisor/manager.  However, IT staff (approximately 300 across the department) are currently the only ones who have access to enter and update data in Active Directory.  Often times these IT staff are given partial or imprecise information which may lead to data integrity issues in Active Directory.

Data integrity issues may also occur in Active Directory because different business units in DSHS:

· Use different people and different processes to enter and maintain data in Active Directory

· Choose different data to populate and not populate in Active Directory

· Populate data inconsistently in Active Directory despite the data standards in place  

· Do not always enter and maintain data in Active Directory timely to adequately support business processes

· May have missing data in Active Directory

· May have incorrect data in Active Directory

· May have out of date data in Active Directory

This means that when business units identify a need to use data from Active Directory they often need to engage in data cleanup processes to both start using the data and to maintain the data.  These processes are often manually intensive.

To address Active Directory data integrity problems and to take full advantage of what Active Directory can offer, DSHS would like to:

· Adopt common processes for populating and maintaining human resource related Active Directory data where it makes sense to do so  

· Identify options for a tool to help populate and maintain human resource data consistently in Active Directory

· Automate, to the extent possible, the population and maintenance of human resource data in Active Directory. 

Section 3 – Current Environment
The Information System and Services Division (ISSD) is DSHS’s primary service provider for agency-wide information technology services.  The ISSD Active Directory Services Team provides the infrastructure, maintenance and support for the DSHS Active Directory presence in the State Active Directory Forest.  The team provides DSHS program areas with the necessary infrastructure, services and support for the wide range of Active Directory uses within the department.
Active Directory is the primary source of User and Computer Authentication for DSHS.  It is also becoming the standard for Application Authentication within the Agency as well as Forest-Wide.  Active Directory is also the foundation for the implementation of Group Policies that can be applied to Users and Computers within the DSHS Domain, giving IT Administrators and technical staff across the department greater control of their User and Computing environment. 

Active Directory and the suite of technologies that take advantage of it depend on Dynamic DNS (DDNS) to find Hosts and Service providers in the Active Directory Forest.  In the DSHS Domain the DDNS zone files are Active Directory integrated and every Domain Controller/Global Catalog server is also a DDNS Server.

The DSHS domain resides in the Washington State federated Active Directory forest.  Administrative rights are restricted to the DSHS domain.  The DSHS Active Directory Infrastructure consists of 100+ Active Directory Domain Controller/Global Catalog servers strategically deployed geographically across the State to support the 200+ physical DSHS offices spanning all DSHS Administrations.  This infrastructure is monitored, patched, upgraded and hardware refreshed to support the changing needs of the Agency and to take advantage of changes in technology.
Section 4 – Vendor Information Being Requested 
4.1 Product Summary

Please provide an executive summary explaining the overall capability of your product.  If your solution is a product suite please identify which modules/components are needed to satisfy the requirements listed in Section 4.2.
4.2 Requirements

The project has not entered a formal Requirements Analysis phase.  The functional and technical requirements listed below are preliminary.  They are representative of the type of requirements that are expected to be developed in more detail as part of any follow on procurement process should the project move beyond the feasibility study phase.  These requirements are presented to give vendors an understanding of what capabilities and features DSHS is expecting an AD management tool to include.
4.2.1 Functional Requirements

DSHS is interested in knowing how a vendor’s product satisfies the following functional requirements.
	Requirement

Number
	Requirement Text

	FR-1
	Single Sign-On (SSO) Authentication

The system must use SSO to authenticate and manage roles to the application.

	FR-2
	Role Based Workflow
The system must allow AD administrators to delegate permissions to employees without granting them AD admin rights. In this scenario, help desk personnel could move, create and delete users, and reset passwords – all without full AD admin status.  Forms and delegation modules must be completely customizable and configurable for virtually any management task.

	FR-3
	Workflow Flexibility
The system must have flexible workflow management that uses built-in or custom tailored forms or templates to suit the different business needs of different parts of the department.

	FR-4
	Bulk User Management
The system must allow network administrators the ability to create templates that can be re-used for managing thousands of user accounts, such as creating hundreds of user accounts at once or joining multiple users to a global group.

	FR-5
	Enforce DSHS AD Data Standards
The system must be able to enforce data standards for managing user accounts, group memberships, and other policies requiring strict guidelines in order to maintain consistency throughout the organization.  For example, ensuring that mandatory data gets entered and when possible the values that get populated are controlled through drop down lists.

	FR-6
	Role Based Interface
The system must use built-in or custom tailored forms or templates for data entry that suit the business needs of different parts of the department.

	FR-7
	Human Resource Management System to AD Integration
The system must be capable of auto updating AD employee demographic data with data from the state’s Human Resource Management System (HRMS).

	FR-8
	Task Automation
The system must allow users to interact with a graphical form that gathers all required information about the task and passes that information to a script that runs in the background.  The script then carries out the various tasks that would normally be executed manually, eliminating the possibility of human error and ensuring the task is done correctly.  For example:
· Specific fields are deleted when user accounts are transferred from one administration to another 

· Login ids, exchange mailboxes and home directories are automatically created, based on set business rules, when new accounts are created

	FR-9
	Security Templates
The system must use templates to assign employees to roles that contain the appropriate security groupings.  
For example:

· Role based templates (can assign multiple roles)
· Ad hoc templates

	FR-10
	State Forest/DSHS AD Security Governance
The system must be able to enforce standards for managing user accounts, group memberships and other policies with strict guidelines in order to maintain consistency throughout the organization.  

For example:

· Inactive accounts standards
· Naming standards 
· Application access for non DSHS staff (contractors) standards

	FR-11
	Password Reset
The system must allow end-users to reset their own Active Directory passwords.

	FR-12
	Application Level SSO Solution
The system must have a reliable, scalable SSO solution for large networks which lets users access all their applications and resources from a single login.

	FR-13
	Mainframe level SSO Solution
The system must have a reliable, scalable SSO solution for large networks which lets users access all their mainframe applications and resources from a single login.

	FR-14
	Ad-Hoc Reports
The system must have the ability to create and save ad hoc reports.

For example:

· Reports on access for applications
· Reports on when an account owner’s job class or position number changes
· Report on password expiration

	FR-15
	Canned System Reports
The system must have a series of canned system reports.

	FR-16
	Export Report Results
The system must have the ability to export report results to an Excel, PDF, or CSV file.

	FR-17
	Detailed Auditing and Reporting
The system must have the ability to report or audit selected AD attributes or objects.

	FR-18
	User and Resource Migration
The system must be about to support the task of migrating users and resources to new locations.  Keeping security in mind, administrators are always seeking the easiest and quickest way to get all their users migrated at once, while also minimizing network downtime. 

	FR-19
	Exchange Contact Management
The system must allow easy integration with MS Exchange and Outlook.

	FR-20
	Scheduled CSV Updates
The system must be able to support an automated process of regularly updating Active Directory with changes from a CSV file.  This will accelerate current manual updates to Active Directory, as well as improve data consistency and eliminate human error.

	FR-21
	LDAP Based Search Queries
The system must allow directory services queries using LDAP based query syntax.

	FR-22
	508 Compliance
The system user interface must comply with Section 508 of the federal Americans with Disabilities Act (ADA).


4.2.2 Technical Requirements

DSHS is interested in knowing how a vendor’s product satisfies the following technical requirements.
	Requirement

Number
	Requirement Text

	TR-1
	SQL Database

The system must use T-SQL on the backend and allow SQL Reporting.

	TR-2
	Standard Web Browser
The system must be accessible using the standard web browser being used in DSHS – Internet Explorer 7.0 (if the application is accessed through a web browser).

	TR-3
	Concurrent Usage
The system must be able to support a minimum of 750 concurrent users.


4.3 General Questions

DSHS is interested in knowing the following information about a vendor’s product.
	Question
Number
	Question Text

	Q-1
	What application development language was used to develop the product?

	Q-2
	What are the technical specifications/requirements for your product?  
· Hardware

· CPU
· RAM

· Hard Disk Space

· Operating System

· Database

· Other Software

· Network Capacity/Speed 

· Other

	Q-3
	Does client software need to be loaded on user workstations?  If so, what PC requirements (i.e. operating system, memory, CPU, etc.) are needed to run the client?

	Q-4
	Does the system have a successful history of use in government agencies?

	Q-5
	When implementing the system, do the majority of your government customers request custom changes to meet their business needs?

	Q-6
	Have you said no to making some requested modifications because they're too difficult?

	Q-7
	Have there been unintended consequences when making modifications? (i.e. did it break other functionality?)

	Q-8
	What type of written help material is available for end users? For system administrators?

	Q-9
	Is online help available for end users?

	Q-10
	What's the average length of time – in months – it takes your customers to implement your product?

	Q-11
	Have you made modifications to your product to meet a customer's unique needs?  If yes, what percentage of changes required custom development?  What percentage of changes were done through just configuration changes? If a blend, what percentage of each?

	Q-12
	When was the product released and how many upgrades or patches have been rolled out since the original release?

	Q-13
	What new functionality have you added since the original release of your product?

	Q-14
	On a scale of 1 to 10 where 1 = extensive custom development and 10 = no custom development, based on the DSHS requirements how much custom development is needed to your product to meet the department's needs?


4.4 Cost Information
DSHS is interested in knowing the following cost information about a vendor’s product.
	Cost Question Number
	Cost Question Text

	C-1
	What is the pricing methodology for your product?

	C-2
	What are the initial software licensing costs for 750 concurrent users?

	C-3
	What are the annual maintenance costs for 750 concurrent users?

	C-4
	What support do you offer to help with product setup and what is the cost?  If more than one option is available describe what each option includes and the corresponding cost.

	C-5
	What training do you offer to help with product implementation and what is the cost?  If more than one option is available describe what each option includes and the corresponding cost.

	C-6
	What consulting services do you offer to help with product implementation and what is the cost?  If more than one option is available describe what each option includes and the corresponding cost.

	C-7
	Are there hardware components we can only purchase through your company to run your product?  If so, list the hardware components and anticipated costs.

	C-8
	Is there additional software (and licenses) we can only purchase through your company to run your product?  If so, list the software components and anticipated costs.


4.5 Customer References 
DSHS is interested in contacting customers using the vendor’s product and asking them a series of questions.  Please provide the names and contact information for three customers using your product.

Section 5 – Administrative Requirements

5.1 RFI Coordinator

Upon release of this RFI, all Bidder communications concerning this RFI must be directed only to the RFI Coordinator listed below.  

Vendors should rely only on written statements issued by the RFI Coordinator.  

Responses to verbal requests for information or clarification will be considered unofficial until received in writing.

Jacqui Boydston (jacqui.boydston@dshs.wa.gov)

Department of Social and Health Services

PO Box 45891

1115 Washington ST SE

Olympia, WA 98504-5891
5.2 RFI Questions

Questions regarding the RFI must be submitted via e-mail to the RFI Coordinator listed above by Thursday May 27, 2010.  DSHS answers to all questions will be posted on the DSHS Procurements web site by COB Wednesday June 2, 2010.  The name/company of the Vendor that submitted the questions will not be identified.
5.3 RFI Timeline

This RFI is being issued under the following RFI timeline:

	Activity
	Timeline

	RFI Issued
	Wednesday May 19, 2010

	Questions Due from Vendors
	Thursday May 27, 2010

	Answers to Vendor Questions Posted
	Tuesday June 2, 2010

	RFI Vendor Responses Due
	Wednesday June 9, 2010


5.4 Delivery of Responses 
DSHS asks that all responses be received by 3:00 PM Pacific Time on Wednesday June 9, 2010.

RFI Responses can be provided via e-mail or mail and submitted to the RFI Coordinator:

Jacqui Boydston (jacqui.boydston@dshs.wa.gov)

Department of Social and Health Services

PO Box 45891

1115 Washington ST SE

Olympia, WA 98504-5891

5.5 RFI Response Instructions and Format
Vendors are asked to provide written responses for the requirements and questions listed in Section 4 of the RFI.  
The suggested format for responses to section 4.1 is a short narrative.  Product brochures are also welcome.
The suggested format for responses to each functional and technical requirement in sections 4.2.1 and 4.2.2 is shown below.

	Requirement

Number
	Requirement Text
	Vendor Response

	
	
	

	
	
	


The suggested format for responses to each question in section 4.3 is shown below.

	Question

Number
	Question Text
	Vendor Response

	
	
	


The suggested format for each cost question in section 4.4 is shown below.

	Cost Question

Number
	Cost Question Text
	Vendor Response

	
	
	


The suggested format for each customer reference in section 4.5 is shown below.

	Customer Company Name
	Customer Contact Name
	Contact Phone Number
	Contact E-Mail Address

	
	
	
	


5.6 RFI Access Instructions
Interested parties may also request a copy of the RFI through any of the following methods:

· Online at http://www.dshs.wa.gov/ccs/ 

· By e-mail at jacqui.boydston@dshs.wa.gov 
5.7 Cost of Response Preparation

DSHS will not reimburse vendors for any costs associated with preparing a response to this RFI.
5.8 Response Property of DSHS

All materials submitted in response to this RFI become the property of DSHS.
5.9 Amendments

DSHS reserves the right to change the RFI timeline or other portions of this RFI at any time.  All amendments will be posted on the DSHS procurement web site.
5.10 Right to Cancel

DSHS reserves the right to cancel or re-issue this RFI at any time without obligation or liability.

5.11 No Obligation to Buy

Participation in this RFI is voluntary.  DSHS will not award any contracts solely on the basis of information received in response to this RFI.  Any future contract that may be awarded must comply with state procurement requirements.
The release of this solicitation document will not obligate DSHS to make any purchases.  DSHS may utilize the results of this RFI in drafting a competitive solicitation for the subject system.
5.12 Disclosure of Comments
Any information contained in the Vendor comments that is proprietary or otherwise confidential must be clearly designated.  Marking the entire set of comments as proprietary or otherwise confidential will be neither accepted nor honored.  If a request is made to view a vendor’s set of comments, DSHS will comply according to the Open Public Records Act, Chapter 42.17 RCW and the agency’s applicable WAC.  If any information is marked as proprietary or otherwise confidential in the set of comments, such information will not be made available until the affected Vendor has been given an opportunity to seek a court injunction against the requested disclosure.

The Vendor should identify any materials which constitute “(valuable) formulae, designs, drawings, and research data” so as to be exempt from public disclosure under RCW 42.17.310, or any materials otherwise claimed to be exempt, along with a statement of the basis (cite applicable RCW sub-section) for such claim of exemption.  Failure to so label such materials, or failure to timely respond after notice of request for public disclosure has been given, must be deemed a waiver by the Vendor of any claim that such materials are, in fact, so exempt.  DSHS’ sole responsibility must be limited to maintaining the above data in a secure area and to notify Vendor of any request(s) for disclosure within a period of five (5) years from date of award.

