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2014 PROCUREMENT RISK ASSESSMENT TOOL


Goal of the Risk Assessment Tool
Our goal is to give your agency as much delegated authority as you need to conduct your agency mission.  The goal of the Risk Assessment Tool is to gather pertinent information related to agency procurement and contracting in support of the delegated authority that you need.  Risk assessments are intended to be unique to each agency.  The outcome of each agency assessment depends upon the agency’s mission, procurement and contracting structure, expertise, methods, etc.  The outcome is intended to confirm areas of expertise within your agency and to assess agency needs and mitigation strategies related to any procurement and contracting risks.

What We Are Looking For
We are interested in the nature and risks associated with your procurement and contracting functions within the context of your agency mission and operational structure.  For this reason, the tool is narrative and your response should include a thorough, yet concise description of the areas of consideration set out in the tool.  The tool outlines the information we believe will be helpful in the assessment process.  Agencies should take this to be an opening to the dialogue between them and DES.  If your agency is aware of information that is relevant and important for us to know, but is not included in the tool, please share that information.

Please note that an assessment in any area of “High Risk” does not necessarily mean an agency will receive a low delegated authority.  By the same token, an assessment of “Low Risk” does not mean that an agency will receive unlimited authority.  The intent of this assessment is to reasonably determine whether an agency is prepared to handle the risk through its procurement and contracting structure, types of procurement and contracts most typically done, knowledge, skills and abilities of procurement/contracting staff and other associated areas of consideration in the tool.

What to Expect
A DES Analyst will be assigned to assist and answer any questions or concerns you may have and will be your point of contact throughout the process.  Once your response is completed and returned to DES, your analyst will review the answers and draft an assessment based on the criteria contained in The Standard for Risk Assessment Review (see below).  The draft assessment will be shared with the point of contact for your agency for review and comment, clarification, etc.  



How Responses Will Be Assessed
When reviewing your agency response, we will use The Standard for Risk Assessment Review which outlines the basis for determining the level of risk associated with an agency’s procurement program.  Each response is examined to indicate its risk level which may be High, Medium High, Medium Low, or Low.

	High Risk
	Medium High Risk
	Medium Low Risk
	Low Risk

	“High Risk” means that the agency either does not have a means to manage the indicated procurement-related risk area, and/or that the risk management system (and processes) within the agency is largely ineffective. An agency with this assessment requires extensive assistance with managing risks associated with its procurements. Also, the agency may have few resources available to manage its procurement program.
	“Medium High Risk” means that many procurement-related risks are not adequately managed by current practices and/or personnel within the agency. In addition, the agency may not have experience managing risks associated with procurements that will arise during the current reporting period.
	“Medium Low Risk” means that the agency requires comparatively little assistance with its management of procurement- related risk and/or nearly all of the procurements require little risk management expertise. Any such expertise is obtained through training programs of short duration and with little subsequent monitoring.
	“Low Risk” means that the agency uses a comprehensive risk management system and processes, which addresses all priority risks in the procurement area. An agency with this assessment has an extensive procurement risk management program. Risks are effectively mitigated by complex systems and practices and there have been no procurement audit findings for the past five years. In addition, all procurement staff has extensive training and experience managing high dollar procurements. The agency has sufficient resources to maintain its procurement risk management processes.





The following questions in Section I are designed to inform the DES analysts about your needs and risks.

	Section I
	Question
	Response

	1. Overview of Your Agency
	Please provide a brief overview of your agency to include:
(a) A description of the types of procurements that your agency engages in (e.g. services, goods/commodities, Information Technology).
(b) Describe the most common methods used for the procurement of goods and services (e.g. state master contracts, competition process, direct buy, sole source).
(c) List your spend in each area of procurement.
	

	2. Major Risks
	Please state your agency’s top three (3) procurement-related risks. 

	1. 
2. 
3. 

	3. Delegation of Authority
	Please state the amount of delegated authority your agency would like to request. Please list any additional one-time delegated authority anticipated for the next fiscal year separately.

	





The following questions in Section II are designed to build a profile of your agency with respect to key attributes including agency culture, personnel, policies, process standardization, audit functions and capacity, and effectiveness.

	Section II
	Question
	Response

	4. Leadership
	How does your agency manage its procurement function(s)?  Responses should include:
(a) A description of how your agency delegates signature authority internally.
(b) Whether your agency centrally manages its procurement functions, or if decentralized, a description of how the authority is distributed.
(c) How your agency engages and manages relationships with stakeholders, and (d) the number of procurement staff who conduct procurements on behalf of your agency. 
	

	
	How does your agency audit its procurement function(s)?  Your response should include a description of the process used, including review, follow-up, etc. 
	

	
	What procedures does your agency use to manage requests for procurements of goods or services?  Your response should include a description of the process used, including review, follow-up, etc.
	

	5. Procurement Objectives
	What outreach, inclusion or other activities does your agency do to ensure its procurement strategies engage and support small, veteran-owned and diverse businesses?
	

	
	Describe the process used, outreach events or activities, solicitation language, supplier diversity plan, inclusion plan, diversity goals, etc.
	

	6. Procurement Resource Needs
	How does your agency forecast its future procurement needs?  Your response should include:
(a) A description of how spend data is captured, reviewed, monitored and used in the procurement forecasting process.
(b) How your agency confirms that its procurements obtain best value for the State.
(c) How the agency anticipates client needs and identifies repetitive procurements. 
	

	7. 
	How does your agency identify and apply legal requirements specific to the agency’s procurement activities?  “Legal” in this context means state, federal, or local laws, rules, policies and/or regulations.  Your response should include:
(d) A description of how your agency aligns with and incorporates legal requirements in the procurement and contracting process, including sole source.
(e) Description of how your agency tracks, monitors and acts on compliance issues, and off-contract spend. 
	

	8. Procurement Process
	How does your agency determine and apply best practices to procurements?  Your response should include: 
(a) How your agency explores, analyzes, applies and/or develops procurement best practices, including industry standards.  
(b) How your agency develops performance-based measures in your contracts, wherever practicable.
	

	9. 
	How does your agency incorporate best practices to development and management of contracts?  Your response should include: 
(c) A description of how your agency researches, develops, reviews, and manages contract language, including insurance, performance, records retention and other clauses.
(d) A description of how your agency incorporates and monitors performance based contract measures.
(e) A description of the process your agency uses for closing out contracts.
	

	10. 
	How does your agency secure/manage private and/or protected information obtained and/or used through the procurement process?  Your response should include:
(f) A description of the process followed regarding confidential information, including any language utilized in solicitation documents, staff training, etc. 
	

	11. Contract & Supplier Management
	How does your agency evaluate contractor and supplier compliance and performance?  Your response should include:
(a) A description of the processes used. 
(b) Who is responsible for monitoring vendor compliance and performance? 
(c) How that responsibility is enforced.
(d) How your agency gets vendors, suppliers, and customers to give regular, timely structured feedback about the contract to the agency.
	

	12. Purchasing & Procurement Systems
	How does your agency manage the procurement evaluation process to ensure it is transparent and accessible?  Your responses should include the following attributes of an evaluation process:
(a) Transparency, 
(b) Objectivity, 
(c) Impartiality, and 
(d) Unbiased processes.
(e) A description of your process, systems, policies and staff training around providing accessibility to bid submissions and bid evaluation upon announcement of the apparent successful bidder.
	

	13. 
	How does your agency use uniform tools/templates/schedules to facilitate its procurements?  Your response should include a description of:
(f) The information technology tools and systems, 
(g) Solicitation, 
(h) Contract and other forms and templates, and 
(i) Detailed task schedules or project plans used in your agency procurement processes.
	

	14. People
	How does your agency ensure procurement staff has the competency level, experience and skills needed for the types of agency transactions for which they are responsible?  Your response should include:
(a) A description of how procurement professionals, contract managers and other staff involved in the procurement of goods and services are trained and supported.
(b) Include any professional procurement certification programs or associations your agency participates in to assist with increasing staff skills.
	

	15. Performance Management and Post Procurement / Competitive Solicitation Process
	How does your agency disseminate lessons learned from post-procurement reviews?  Your response should include:
(a) A description of how your agency reviews, analyzes, and shares lessons learned following a solicitation process.
	

	16. 
	How does your agency ensure that external audit finding action plans are implemented?  Your response should include:
(b) How your agency explores, analyzes, applies and/or develops corrective action plans resulting from audit reviews and findings.
(c) How they result in implementation of staff training and best practices.
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